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Abstract
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2003

Multi-valued model-checking is an effective technique for reasoning about systems with in-
complete or inconsistent information. In particular, it is well suited for reasoning about ab-
stract, partial, and feature-based system descriptions. The technique is based on extending the
classical model-checking algorithm over two-valued logic to arbitrary finite logics whose truth
values form a distributive De Morgan lattice.

In this thesis we address several issues surrounding the usability of multi-valued model-
checking. Firstly, we provide an improved analysis of the worst-case complexity of the sym-
bolic multi-valued model-checking algorithm, and show that it is independent of the height of
the lattice. Secondly, we extend the notion of fairness to a multi-valued models, thus enabling
application of multi-valued model-checking to asynchronous concurrent systems. Thirdly, we
introduce multi-valued witnesses and counter-examples that aid in interpreting the results of the
model-checker. Finally, we describe the design and implementation of a multi-valued model-

checker xXChek.
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Chapter 1

| ntroduction

1.1 Background

Classical model-checking takes a model, M, of a system (expressed as a finite state machine),
and a temporal correctness property, ¢, (expressed as a formula in a suitable temporal logic),
and determines whether or not the model satisfies the property [CES86], i.e., it returns the
value of the predicate M = ¢. Model-checking has been effectively applied to reasoning
about correctness of hardware [CGH*93], communication protocols [Hol91], and software
requirements [AG93]. A number of classical model-checkers are currently used for industrial
applications, including SPIN [Hol97], SMV [McM93], and Mur¢ [Dil96].

Multi-valued model-checking, i.e., reasoning with values other than TRUE and FALSE,
is a generalization of classical model-checking [CEPO1, CDE*01, CDEG02, CDG02]. The

following can be generalized:
e \ariables in the finite state machine can be multi-valued or boolean.
e Transitions between states in the finite state machine can be multi-valued or boolean.
e The satisfaction relation can be multi-valued or boolean.

For example, in probabilistic modeling, transitions are labeled with values representing the
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probability that they are taken. The satisfaction relation then becomes the probability that a

desired property holds [KNPSQO].

The domain of logical values used in multi-valued model-checking is given by finite dis-
tributive lattices. These lattices ensure commutativity, idempotance, and a variety of other
classical properties. If, in addition, we can define a negation operator that preserves De Mor-
gan laws and involution (——a = a), such lattices are called quasi-boolean, and the resulting
structures are called quasi-boolean algebras [Ras78]. Classical boolean logic as well as 3- and
4-valued logics described in the literature are some examples of quasi-boolean algebras. In
what follows, we often use terms “algebras” and “logics” interchangeably, to indicate a set of

elements closed under logical operations.

Multi-valued logics are particularly well suited for representing imprecise models, such
as abstract, partial or inconsistent models. Their main advantage is that they allow one to
separate the task of developing the right representation for the information, which is done by
choosing an appropriate lattice, from the task of actual modeling. As such, they simplify both

the modeling and the reasoning tasks.

For example, a partial model can be represented using two classical models. One, called
the optimistic model, treats all unknown information as TRUE, and one, called the pessimistic
model, treats all unknown information as FALSE. In addition, each model contains auxiliary
variables, one for each original model variable, to handle negation. This significantly compli-
cates the task of modeling since the user must keep track of two models, and the dependencies
between the auxiliary variables. Moreover, to model-checking a partial model represented in
such a form requires two queries to a model-checker, one for optimistic model and one for the

pessimistic one.

Alternatively, the same partial model can be represented by a single multi-valued model
using a 3-valued logic with values TRUE, FALSE, and MAYBE, where the value MAYBE is
used to represent the partial (or unknown) part of the system. This simplifies the modeling

task, since the fact that the model contains unknown information is represented directly by the
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logic. Furthermore, this also simplifies the analysis since only a single model is being checked.

The major limitation of the current work on multi-valued model-checking is that it does not
address the key usability issues, such as fairness and counter-examples. The goal of this work
is to remedy this problem by introducing a multi-valued counterpart of fairness, that is vital for
verification of concurrent systems, and a multi-valued counterpart for counter-examples, that

is indispensable for interpreting the results of the model-checker.

1.2 Related Work

Multi-valued algebras (often called ”logics”) have been explored for a variety of applications in
databases [Gai79], knowledge representation [Gin87], machine learning [Mic77], and circuit
design [Haz96]. A number of specific propositional multi-valued algebras have been proposed
and studied. For example, tukasiewicz [£uk70] first introduced a 3-valued logic to allow for
propositions whose truth values are ‘unknown’. and Kleene [Kle52] introduced several al-
ternative 3-valued algebras. Belnap [Bel77] proposed a 4-valued logic that also introduces
the value “both” (i.e. TRUE and FALSE), to handle inconsistent assertions in database sys-
tems. Each of these logics can be generalized to allow for additional levels of uncertainty
or disagreement. The class of quasi-boolean algebras considered in this thesis includes many
existing multi-valued propositional logics, including those of Kleene and Belnap. Work has
also been done on deciding a more general class of logics. In particular, the work of Hahnle
and others [H&h94, SS00] has led to the development of several theorem-provers for first-
order multi-valued logics. Multi-valued extensions of modal logics have been explored by
Fitting [Fit91, Fit92] who suggests two different approaches for doing this: the first extends
the interpretation of atomic formulas in each world to be multi-valued; the second also allows
multi-valued accessibility relations between worlds.

Several authors [BG99, BG00, HJS01, GHJO1, KP02] discuss model-checking over 3-

valued logics. Bruns and Godefroid [BG99, BG0O] have introduced Kripke structures with
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3-valued state variables and boolean transitions representing partial state-spaces, referring to
them as partial Kripke structures. They extended branching-time temporal logic to this case,
proposing a 3-valued logic for expressing properties of partial models. Model-checking of pos-
itive properties (properties that do not contain negation) in this algebra reduces to two questions
to a classical model-checker. This approach can be also applied to full p-calculus by comput-
ing complement closure [BGO0O0] of the model at the expense of increasing the size of the model
and the verification time. To make the analysis more precise, the authors describe a thorough
semantics of 3-valued model-checking under which a property evaluates to MAY BE if and only

if there are two refinements of the partial model that disagree on the value of this property.

Huth et al. [HJS01, GHJO1] apply the modal transition systems (MTS) of Larsen and Thom-
sen [LT88] to problems which have been treated with a 3-valued logic, such as the partial speci-
fications of Bruns and Godefroid, above, and the 3-valued program analysis of Sagiv, Reps, and
Wilhelm [SRW99]. These systems have “must”, “may”, and “must not” type transitions. The
authors define a 3-valued extension of the modal ;.-calculus for MTS and describe an algorithm

for model-checking queries in a fragment of this language using classical model-checking.

When 3-valued algebras are applied to reasoning about inconsistencies, all inconsistencies
are represented using the value M. When model-checking returns T or _L, this indicates that
inconsistencies do not matter. However, when model-checking returns M, there is insufficient
support for discovering sources of inconsistencies or for negotiation. If model-checking on a
larger class of algebras is possible, such as with XChek, we can refine the algebra when model-
checking returns M, e.g., keeping track of exact sources of all disagreements, and thus allow

the users to determine which inconsistencies matter and help focus potential negotiations.

Work of Huth and Pradhan [HPO1] helps in discovering sources of inconsistencies between
multiple viewpoints. Each viewpoint is a possibly incomplete but consistent description over
the same global vocabulary. Systems are on different levels of abstraction. The methodology
assumes presence of a dominance preorder of experts, with inconsistencies appearing if for a

given expert, there are two experts dominating it, which disagree on the value of a property. All
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model-checking is done classically, since each model is assumed to be consistent. Our work
is complementary to the above: Huth and Pradhan propose to handle inconsistencies between
refinements of the same system, whereas multi-valued models encode inconsistencies between
the different descriptions on the same level of abstraction.

Symbolic probabilistic model-checking has been implemented as part of the tool PROB-
VERUS [BCHG'97]. The models used in this work are Kripke structures where edges are
labeled with probabilities assigned to the corresponding transitions, and state variables are
classically-valued. Thus, the data structures used by PROBVERUS are Multi-Terminal Binary
Decision Diagrams (MTBDDs) [BC98], which are equivalent to the Algebraic Decision Di-
agrams (ADDs) of Somenzi et al. [BFG™93]. Each non-terminal node of MTBDDs has two
children, and the number of terminal nodes depends on the range of the function being repre-

sented.

1.3 Contributions of this Thesis

In this work we make several independent contributions to the study of multi-valued model-
checking.

Firstly, we improve on the previously known worst-case complexity bounds for symbolic
multi-valued model-checking algorithms. We show that in the worst-case, the number of it-
erations required by the algorithm is independent of the height of the logic used. Thus, it
follows that the difference in complexity between multi-valued and classical model-checking
is completely determined by the difference in the decision diagrams used by them. This re-
sult allows for a more precise analysis of the applicability of multi-valued model-checking
techniques in practice. In particular, it gives a promise for the applicability of temporal logic
queries [GDCO02], where the height of the model-checking logic is extremely large.

Secondly, we extend a notion of fairness to multi-valued model-checking, which is cru-

cial for the application of multi-valued model-checking techniques to concurrent systems. We
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present a formal definition of the multi-valued fairness, and argue for its correctness by estab-
lishing that it satisfies several key intuitive properties. Part of this work has previously appeared
in [CDEGO02].

Thirdly, we introduce the notion of multi-valued witnesses and counter-examples, that are
imperative for understanding the reasons behind the result of the model-checker. Our ma-
jor contribution in this area is the realization that counter-examples and witnesses can be
treated uniformly as proofs of correctness of temporal logic statements. Using this fact we
take an unconventional approach to witness and counter-example generation by first devel-
oping a proof system for our temporal logic XCTL, introducing an automated techniques for
generating proofs, and finally showing how witnesses and counter-examples can be extracted
from the proofs. The immediate benefit of this approach is that the witness extraction phase
can be done interactively via a proof-browser tool, allowing the user to prefer one witness over
another. We also develop a prototype implementation of such a proof-browser tool, KegVis,
whose application in the case of classical model-checking has been reported in [GC02].

Finally, we present the design and construction of a symbolic multi-valued model-checker

XChek that served as the basis for the implementation of the ideas described in this work.

1.4 Organization of this Thesis

In this thesis we address four different facets of multi-valued model-checking. Chapter 2 intro-
duces classical and multi-valued model-checking providing the necessary background for the
rest of this work. In Chapter 3, we improve on the previously known worst-case complexity
bounds for symbolic multi-valued model-checking. We then extend the multi-valued temporal
logic XCTL to handle fairness condition in Chapter 4. In Chapter 5, we present a novel ap-
proach for counter-example generation via proof of satisfaction of temporal formulas and apply
it to multi-valued setting. Chapter 6 provides a birds-eye view of the design of the symbolic

multi-valued model-checker XChek which is used as the basis for the implementation of both
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fairness and counter-example generation algorithms described in this thesis. Finally, Chapter 7

concludes the thesis, outlines current limitations, and describes our plans for future work.



Chapter 2

Background

2.1 CTL Model-Checking

In this section, we give a brief overview of classical CTL model checking. CTL model-
checking is an automatic technique for verifying properties expressed in a propositional branching-
time temporal logic called Computation Tree Logic (CTL) [CES86]. A model is a Kripke struc-
ture, and properties are evaluated on a tree of infinite computations produced by the model. The
standard notation M, s |=  indicates that a formula ¢ holds in a state s of a model M. If a
formula holds in the initial state, it is considered to hold in the model.

A Kripke structure consists of a set of states .S, a transition relation R C S x S, an initial
state s, € S, a set of atomic propositions A, and a labeling function 7 : S — 24. R must
be total, i.e, Vs € S, 3t € S, s.t, (s,t) € R. Finite computations are modeled by adding a
self-loop to the final state of the computation. For each s € S, the labeling function provides a
set of atomic propositions which hold in the state S.

CTL is defined as follows:
1. Every atomic proposition a € A isa CTL formula.

2. If p and ¢ are CTL formulas, then so are —p, o A, p V), EX @, AX ¢, EFp, AFp,
Elp Uy}, Alp U ¢}, AGy, EGe.
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The logic connectives —, A and V have their usual meanings. The existential and universal
quantifiers £ and A are used to quantify over paths. The operator X means “in the next state”,
F represents “sometime in the future”, U is “until”, and G is “globally”. For example, EX
is TRUE in state s if ¢ holds in some immediate successor of s, while AX ¢ is TRUE if o holds
in every immediate successor of s. EFy is TRUE in s if ¢ holds in the future along some
path from s; Efp U ] is TRUE in s if along some path from s, ¢ continuously holds until
1 becomes TRUE. EGy hold in s if ¢ holds in every state along some path from s. AF,
Alp U ] and AGy are defined similarly, replacing the quantification over some paths by the

one over all paths. Formally,

M,skEa iff a€l(s)

M,sE=—p ifft M st:p
M,sEpny ff M,sEe AN M,sEv
M,skEpvy it M;sEe vV M;sE1
M,sEEXp iff 3teS (s,t)e R N Mty
M,s; = EGy iff there exists some path s;, s;41,... s.t. Vi >i- M, s; = ¢

M,s; = E[p U] iff there exists some path s;, $;11, ..., S.t.
G >i-MsjEy ANVE-i<k<j=Ms,Eyp

where the remaining operators are defined as follows:

Alp U] = =E[- U -~ A N "EG— def. of AU
AXop = EX-p def. of AX
AFo = A[T U ¢] def. of AF
EF¢g £ E[T U y) def. of EF
AGy = EF-p def. of AG

Definitions of AF and E'F indicate that we are using a “strong until”, that is, Efp U ] and
Alp U ] are TRUE only if ) eventually occurs. Further, note that we are using £G, EX and
EU as our adequate set (following [HR00, CGP99]).
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AGyp = vZ-pNAXZ (AG fixpoint)
EGy = vZ-opNEXZ (E'G fixpoint)
AFp = uZ-pVAXZ (AF fixpoint)
EFyp = uZ-pVEXZ (E'F fixpoint)
Alp U] = pZ-yVv(pNAXZ) (AU fixpoint)
ElpUy] = puZ-9V(pAEXZ) (EU fixpoint)

Figure 2.1: Fixpoint formulations of CTL operators.

Alternatively, CTL operations can be described using their fixpoint formulations, as shown
in Figure 2.1. This description is most useful for symbolic model-checking [McM93].

Throughout the rest of this thesis we use a number of conventions: (1) our proofs follow the
calculational style [Heh93, BvW98]; (2) we refer to an unnamed function over the domain D
as Ax € D - F-nBody; (3) we use uZ.f(Z) and vZ. f(Z) to indicate the least and the greatest
fixpoints of f, respectively [Koz83]; (4) we use nat to refer to the set of natural numbers, and

(5) we use 3! to mean “exists unique”.

2.2 Lattice Theory

We give a brief overview of lattice theory, for a more complete presentation see [Bir67].

Definition 1 A lattice is a partial order (£, C) for which a unique greatest lower bound and

least upper bound exist for each finite subset of elements.

Given lattice elements « and b, their greatest lower bound is referred to as meet and denoted by
a b, whereas their least upper bound is referred to as join and denoted by a LIb. Meet and join
of an empty set are defined to be top and bottom of the lattice, respectively:

T £ 1 (T definition)

1 £ u@ (L definition)
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These represent the greatest and the least elements of the lattice. Before giving their laws, we

define equality of lattice elements:

a=b 2 aCb A bCa (equality)

Then, the following laws hold for T and _L:

alT =T (base)
anll = 1 (base)
al'T = a (identity)

all = a (identity)

Lattices have a number of additional properties, some of which are given below. Note that

this set of properties is redundant.

ala = a (idempotence)
ala = a (idempotence)
alb = bUa (commutativity)
allb = bMNa (commutativity)
al(Uc) = (alUb)Uc (associativity)
all(bMe) = (alb)Mec (associativity)
al(amllb) = a (absorption)
afll(alb) = a (absorption)

aClad NDCV = albCd My (monotonicity)

aClad NDCV = aUbCd UV (monotonicity)

albCb and alMbL a (elimination)
aCbANalCec = albNc (M introduction)
aCalb and bCallb (Lr introduction)

aCecANbCe = alUbCc (U elimination)
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T TT T true

F
€) (b) ] (© F d F (9 fa=
{fase, p, ~p, true}

{p, ~p, true} 1

{p, true} {~p, true} 2

{true} 4 3 @
m U @ 5 O

Figure 2.2: Examples of a few lattices.

Definition 2 A lattice is distributive iff

ald(bMec) = (aUb)M(aUc) (distributivity)

afl(dUc) = (anb)U(aMe) (distributivity)

Figure 2.2 gives examples of a few lattices. The lattice in Figure 2.2(h) is non-distributive,

whereas all other lattices are distributive.

2.3 Quasi-Boolean Algebras
In this section we define a class of quasi-boolean algebras and show their properties.

Definition 3 [Ras78] A quasi-boolean algebra is a tuple (£, M, U, =), where:
e (£, D) is a finite distributive lattice;
e Conjunction (1) and disjunction (L) are meet and join operators of (£, C), respectively;

e Negation — is a function £ — L s.t. every element a« € L corresponds to a unique

element —a € L satisfying the following conditions:

—(aMb) = —-alU-b (DeMorgan) -—-a = a (= involution)

—(alUb) = —al-b aCb & —ad-b (- antimonotonic)

where b € L. —a is called a quasi-complement of a.
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We do not explicitly include C in our definition of quasi-boolean algebras. It is present implic-

itly as an ordering over the elements of L.

Quasi-boolean algebras, also known as De Morgan algebras, are a familiar concept in
logic [BB92, Dun99]. Note that the negation operator satisfying the above properties is a

lattice dual isomorphism with period 2 [Bir67].

We now define several quasi-boolean algebras using the lattices in Figure 2.2. The domain
of logical values of the classical logic, referred to as 2, is the lattice in Figure 2.2(a). Note
that in this case, LI and 1 are conventionally referred to as Vv and A, respectively. We also use
these notations interchangeably when the interpretation is clear from the context. The three-
valued logic 3 is defined on the lattice in Figure 2.2(b), where =T = F, =F =T, =M = M.
This logic was first defined in [Kle52]. The four-valued logic 2x2 is defined on the lattice in
Figure 2.2(c), where = TF = FT and — FT = TF. This logic can be used for reasoning about
inconsistency. Note that in logics 2, 3 and 2x2, the partial order operation of the underlying
lattice is interpreted as logical implication, e.g9. a = b means b is more true than a”. Further,

T and L of the lattice are interpreted as values TRUE and FALSE of the logic, respectively.

A quasi-boolean algebra defined over the lattice in Figure 2.2(d) is the Belnap’s 4-valued
logic which has been used for reasoning about inconsistent databases [Bel77, AB75]. Here,
=N = N and —B = B. The underlying lattice is isomorphic to the one in Figure 2.2(c), but
the resulting quasi-boolean algebras are not. The lattice in Figure 2.2(e) represents the set of
propositional formulas over {p}, referred to as PF({p}). The logic defined over this lattice
is isomorphic to 2x2, even though the interpretation of the individual values is different. The
lattice in Figure 2.2(f) represents the upsets® of PF({p}), ordered by set inclusion. Such
lattices are called upset lattices, and quasi-boolean algebras defined on them are used for query-

checking [GDCO02, BGO1].

1Given the ordered set (£,C) and asubset B C £, 1 Bistheset {{ € L |3b€ B-bC L}. A subset B of £
isanupsetif 1 B = B.
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The lattice in Figure 2.2(h) cannot be used as a basis for a quasi-boolean algebra because
it is non-distributive. The lattice in Figure 2.2(g) cannot be used either because no suitable

quasi-complement can be found for element 2.
Definition 4 A tuple L = (£,M,,—) is a finite Boolean algebra if L is a quasi-boolean
algebra and additionally, for every element a € L,
afl—-a = 1 (- contradiction)
al—-a = T (- exhaustiveness)
For example, the algebra 2 is boolean, whereas 3 is not (M M =M = 1).

Definition 5 A product of two logics L; = (£1,M,U;, 1) and Ly = (Lo, My, Ls, 9) iS @

logic Ly x Lo = (L1 X Ly, 1,11, —) where

—(a,b) = (71a,72b) (— of pairs)
(a,b) M (a’,b) = (aMyd,bMb) (7 of pairs)
(a,b) U (a’,b) = (alyd,bUs ) (U of pairs)

Thus, the operations on the product logic are the component-wise extensions of their individual

counterparts. Similar properties hold for T, L, and the ordering:

Leixe, = (LeysLe,) (L of pairs)
Toixes = (Tey, Ty (T of pairs)
(a,b) C (a,b) < alyd ATy (C of pairs)

We now introduce a few theorems about quasi-boolean algebras.

Theorem 1 A product of two quasi-boolean algebras is quasi-boolean, that is,

(1) —=(a,b)
(2) —((a1,b1) M (az,b2)) = (=ay,—by) U
(3) —((a1,b1) U (a2, b2))
(4) )

4 (al, bl) (CLQ, b2
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Thus, a product of two algebras preserves their distributivity, finiteness and (quasi-)boolean
properties. Consider the algebra 2x2 defined as a product of two 2 algebras, over the lattice in
Figure 2.2(c). This algebra is boolean because 2 is boolean. The algebra 3 is quasi-boolean,
and all its products, e.g., 3x3, are quasi-boolean.

The identification of a suitable negation operator is greatly simplified by the observation
that quasi-boolean algebras have underlying lattices that are symmetric about their horizontal

axes:

Definition 6 A lattice (£, C) is horizontally-symmetric iff there exists a bijective function H

such that for every pair a,b € L,

aCb < H(a) 2 H(b) (order-embedding)
H(H(a))=a (H involution)

Notice that H is a lattice dual automorphism with period 2. Thus, horizontal symmetry
is a necessary and sufficient condition for defining a quasi-boolean algebra over a distributive
lattice, with a potential negation defined as —a = H (a) for each element of the lattice. Lattices
in Figure 2.2(a)-(f) exhibit horizontal symmetry and thus are quasi-boolean, whereas the lattice
in Figure 2.2(g) is not. In the rest of the paper we assume that the negation operator on our
algebras is defined via horizontal symmetry, unless explicitly specified otherwise. Note that in
Belnap’s 4-valued logic, defined on top of the lattice in Figure 2.2(d), negation is not defined
via horizontal symmetry: =N =N, —-B = B.

Finally, we define implication and equivalence as follows:

a—b = —-alb (material implication)

a—b = (a—0b) N (b—a) (equivalence)

2.4 Multi-Valued Sets

In classical set theory, a set is defined by a boolean predicate, also called a membership or a

characteristic function. Typically, it is written using a set comprehension notation: a predicate
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sosz

Figure 2.3: Ex1: a simple XKripke structure.

{0}

{} {2 {sh} {2} (=2 {s1}

(@ {si} (b) {sO} (©)

Figure 2.4: Several mv-sets for the example in Figure 2.3: (a) corresponding to variable a; (b)

corresponding to variable b; (c) ﬁ— a multi-valued complement of the mv-set in (b).

P defines the set S={z | P(x)}. Forinstance, if P = Az € nat-0 < x < 10, then S is the set
of all integers between 0 and 10 inclusive. If instead of using a boolean predicate, we allow the
membership function to range over elements of a given algebra, we obtain a multi-valued set
theory in which it is possible to make statements like “element « is more in set S than element

y”. We call the result mv-sets.

Definition 7 Given an algebra . = (£,M, U, —) and a classical set S, a multi-valued subset

of S, referred to as S, is a total function S — L.

For an mv-set S and a candidate element x, we use S(z) to denote the membership degree of x
in S. In the classical case, this amounts to representing a set by its characteristic function.

We illustrate mv-sets using a simple state machine shown in Figure 2.3. This machine uses
the quasi-boolean algebra 2x2 where the logical values form the lattice in Figure 2.2(c), and
exemplifies XKripke structures — multi-valued generalizations of Kripke structures, defined

formally in Section 2.6. In classical symbolic model-checking, expressions such as “x” are

used to indicate the set of states where x is TRUE. Similarly, we use multi-valued expressions
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to partition the state space of the system. For example, a variable a represents different states
of the XKripke structure in Figure 2.3: each value ¢ of 2 x 2 is associated with the set of states
where a has value ¢. In particular, a has value TT in {so}, FT in {so}, FF in {s;} and TF in
{}. This mv-set, referred to as [a], can be graphically represented as shown in Figure 2.4(a),
where the structure corresponds to that of the underlying algebra.

We extend some standard set operations to the multi-valued case by lifting the lattice meet

and join operations as follows:

(SN, SN(x) £ (S(z)NS'(x)) (multi-valued intersection)
(Su,S)(x) & (S(z)US'(x)) (multi-valued union)
SC,S = Vz-(S(z)CS'(z)) (set inclusion)
S=§ = Vz-(S(z)==S(x)) (extensional equality)

For example, in computing intersection of mv-sets [a] and [b] given in Figure 2.4(a) and (b),

respectively, we note that in state s; a is FF and b is TF. Thus,
([[a]] Ne [[b]])(sl) —FFNTF =FF

We also extend the notion of set complement to the multi-valued case, by defining it in

terms of the quasi-complement of L, and denoting it with a bar:
S(x) = —=(S(x)) (multi-valued complement)

Mv-set [b] is given in Figure 2.4(c).

We then obtain the desired properties:

Su, S = Sn, & (De Morgan 1)
SN, S = Su, ¥ (De Morgan 2)

SC,S = §C,S (antimonotonicity)

Note that if the elements of the underlying algebra range in the interval [0, 1], ordered by

the usual < relation on real numbers, then we obtain fuzzy set theory [Zad87].
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2.5 Multi-Valued Relations

Now we extend the concept of degrees of membership in an mv-set to degrees of relatedness
of two entities. This concept, formalized by multi-valued relations, allows us to define multi-

valued transitions in state machine models.

Definition 8 A multi-valued relation R on two sets .S and 7" is an mv-set over S x T'.

Let S be the set of states of the XKripke structure in Figure 2.3, referred to as Ex1. The multi-
valued relation over S x S represents values of transitions between pairs of states of Ex1 and is
shown in Figure 2.5. This relation is referred to as T. For example, the value of the transition

(s0,51) IS TF, s0 T((sg, s1)) = TF.

Definition 9 The forward image 1@ (Q) of an mv-set Q over S under relation R is

R (Q) 2 M- | |(Q(s) M R(s,1)

seS

The backward image R (Q) of an mv-set Q over 7" under relation R is

R (Q) 2 Xs- | (@) NR(s,1)

teT

Intuitively, a forward image of an mv-set Q over the relation R represents all elements reach-
able from Q by R, where multi-valued memberships of R and Q are taken into consideration.
Similarly, a backward image of an mv-set Q@ over R represents all elements that can reach Q
by R. Given an mv-set over .S, its forward image under the relation R is an mv-set over T,
likewise, an mv-set over 71" has an mv-set over S as a backward image.

We now consider computing the backward and the forward images of [a] (see Figure 2.4(a))
under the multi-valued relation T between the pairs of states of the XKripke structure Ex1.
These are shown in Figures 2.5(b) and (c), respectively. For example, when we compute back-
ward image of [a] at so, we get

|_|([[a]](t) MT(se,t)) = (TTOFF) U (FFATF) U (FTOFT) =FT

tesS
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{(s1,82),(s2,82)} {} {}
{(s0,5L)} Q{(SO,SZ)} it} <>{so,s1,s2} (s} <> (<2}
gy @
@ (b) ()

Figure 2.5: (a) The multi-valued relation between pairs of states of Ex1; (b) Backward image

of [a] over the relation in (a); (c) Forward image of [a] over the relation in (a).

which indicates that there exists an FT transition from state s, to another state (actually, s»),

where a is FT.

2.6 Multi-Valued CTL

In this section we extend the notion of boolean model-checking described in Section 2.1 by
defining multi-valued Kripke structures, which we call XKripke structures, and multi-valued
CTL (XCTL).

M is a xKripke structure if M =(S5,so,R, I, A, L), where:

e [, = (L£,M,U,—) is a quasi-boolean algebra. This is the algebra for all mv-sets in the

model.

A is a (finite) set of atomic propositions, otherwise referred to as variables. We assume

that all variables are of the same type, with values ranging over the values of the algebra

L.

S is a (finite) set of states; each state is identified by a unique (within M) label s.

sg € S'is the initial state.

e R: S xS — Listhe multi-valued transition relation.

I:S — L4 is a (total) labeling function that maps states in S to mv-sets over A.
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Intuitively, for any atomic proposition a € A, (I(s))(a) = ¢ means that the variable a has
value / in state s. Given an atomic proposition a € A, I/ : S — L is a (total) multi-valued

characteristic function for an mv-set of S. I/, is defined as follows:
I, £ Xs - (I(s))(a)

Thus, for each proposition a, I, partitions the state-space with respect to it, i.e. for each state
s, - I!(s)=1.

Note that a XKripke structure is a completely connected graph. As with classical model-
checking, we ensure that all traces have infinite length by requiring that there is at least one
non-_L transition out of each state (if necessary, by adding a non-_L self-loop to terminal states).

Formally,

VseS-dteS- -R(s,t)# L

To avoid clutter, when we present finite-state machines graphically, we follow the convention
of not showing _L transitions, and not labeling T transitions. One XKripke structure, shown in
Figure 2.3, was introduced in Section 2.4.

Next, we give semantics of CTL operators on a XKripke structure M over a quasi-boolean
algebra L. We refer to this language as multi-valued CTL, or XCTL.

In extending the CTL operators, we want to ensure that the desired properties of £.X,
EG and EU, which form the adequate set for CTL, are still preserved. Definitions of other

operators are given in Section 2.1.

Definition 10 A computation of a XKripke structure M from a (reachable) state s is an infinite
sequence of states sg, s1,... S.t. s = so, and R(s;, s;+1) # L. This sequence of states is also

referred to as a path.

We also note that evaluating a formula ¢ in a state s is the same as evaluating  on a tree of all

computations emanating from s.
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Roe o
@ B (b) B @

Figure 2.6: Two classical Kripke structures: (a) Ex;; (b) Ex.,..

We start defining XCTL by giving the semantics of propositional operators. We use the
double-brace notation, adopted from denotational semantics, and write [¢] to denote the mv-
set of states representing a degree to which ¢ holds. Note that we have already used this
notation when illustrating mv-sets in Section 2.4. For simplicity of presentation we also extend
the notation to mv-sets, and let [Z] = Z.

The semantics is as follows:

0] & Xse€S-¢
[a] 2 I
[~¢] 2 [el
[eny]l & [eln. [¥]

[evel 2 [e]Ue[¥]
We proceed by defining the £X operator. Recall from Section 2.1 that in classical CTL,

(1>

this operator is defined using existential quantification over next states. We extend the notion
of existential quantification for multi-valued reasoning through the use of disjunction. This

treatment of quantification is standard [Bel77, Ras78]. The semantics of EX is:

[EXy] 2 R([¢]) (def. of EX)

Note that we use our definition of backward image (Definition 8), i.e. for a state s,

[EX¢l(s) = |_|(Lel () NR(s, 1))

tesS
If we are reasoning about a model which was produced by merging two (classical) models, we

can think of £ Xy as representing a question “does there exist a next state in each individual
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model where ¢ is TRUE, even if the two individual models do not agree on what this state is”.
For example, consider the two classical Kripke structures, Ex; and Ex,., shown in Figure 2.6.
XKripke structure Ex1, shown in Figure 2.3, constitutes one possible merge of Ex; and EX,.
In this case, states with the same name are merged. For example, a variable b has values T
and F in state s; of Ex; and EX,., respectively; therefore, in Ex1, this variable has value TF.
Similarly, a transition (s, s1) is present in Ex; and absent in Ex,.; therefore, it has value TF in
Ex1. Consider evaluating a property £ Xb in state s, of these three models. This property is T
in Ex;, because b is T in sy, and T in EX,, because b is T in s,. In EX1, this property evaluates
to TF on path (sg, s1) and to FT on path (s, s2). Their disjunction, and therefore the value of

EXbin state sq, is TT.

AX is then defined, following the AX duality in Section 2.1, as

[AXp] 2 [EX-yp] (def. of AX)

Expanding this definition, [AX p] = R (Tel) = As - Thes([#] (1) U —R(s,t)), we see that
universal quantification in the AX operator is replaced by conjunction.

Note that our definitions of £X and AX enjoy some familiar properties of their CTL

counterparts. In particular, both £X and AX are monotone, and

[EX(eVY)] = [EXe]U, [EXy] (EX of disjunction)
[AX(oAY)] = [AX¢] N, [AXY] (AX of conjunction)

We further define EG and EU using the EG and EU fixpoint properties in Figure 2.1:

[EGy] & vZ.]¢] N, [EXZ] (def. of EG)

[Ele U] p 9] Ui (I No [EXZ])  (def. of EU)

Then Afp U 1] becomes

[Alp U9l = [E[-0U - A=d]] N, [EG-¢] (def. of AD)
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and the remaining XCTL operators are defined as their classical counterparts:
[AFp] = [A[T U ]] (def. of AF)
[EFe] = [E[T U] (def. of EF)
[AG¢] [EF—¢]  (def. of AG)

Note that our definition of EU also preserves the familiar property of its CTL counterpart:

[Ele Uy]] = [EleU Elp U] (EU expansion)

Note that the XCTL operators defined above can also be defined directly, through their

fixpoint characterization.

Theorem 2 Fixpoint properties of (derived) XCTL operators are the same as for CTL opera-

tors. That is,
(1) [AGp] = vZ.[J¢] N, [AXZ] (AG fixpoint)
(2) [AF¢] = pZ.Jp] U, [AXZ] (AF fixpoint)
(3) [EFe] = pZ.Je]U. [EXZ] (E'F fixpoint)
4) [Alp U] = p2Z.[y]u. (el N [AXZ]) (AU fixpoint)
We also introduce a bounded version of EU and EG operators.
P ifi=0
ElpU ] =
. @ ifi=0
EG'y =

OWANEXEG ™y ifi>0
Intuitively, the bound 7 corresponds to the restriction of the operators to all finite paths of
length at most 7. Formally, they correspond to the ith approximation in their respective fixpoint
computation. As such, the XCTL operators EU, and EG are the limits of EU; and EG,

respectively.
ElpUy] = ElpUsy]
EGyp = EG*®p
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It is also convenient to refer to various subsets of XCTL. In the rest of this thesis we use
XACTL to refer to the universal fragment of XCTL, and XECTL to refer to its existential

fragment.



Chapter 3

Complexity of Symbolic Multi-Valued
M odel-Checking

3.1 Introduction

It was shown in[CDEGO2] that the worst-case complexity of model-checking of a XCTL prop-
erty  on a XKripke structure M isin O(h x |S| x || x D), where S'is the state space of M, h
is the height of the lattice £ used by the model-checker, and D is the complexity of performing
E X operation. The intuition behind this result is as follows: (a) multi-valued model checking
is reducible to a computation of least and greatest fixpoint of a monotone function over the

lattice L,,, = S — L of mv-sets over |S|; (b) for a monotone function f : L — L, where L

is a lattice of height i, complexity of computing the least and greatest fixpoints is in O(h); (c)
the height of L,,, is bounded above by i x |S].

However, it is easy to see that this is not a tight bound. In particular, we claim that the
worst-case complexity is linear in |.S|, but is independent of h. For example, consider the
XKripke structure in Figure 2.6(a). We can compute the value of [EFa](so) on it in exactly
3 steps, independently of the height of the lattice used to specify it. In the worst case, the

computation of [EFa](s) requires examination of all acyclic paths from s, and is, therefore,

25
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bounded by the length of the longest such path.

Let us examine how the computation of EFa is performed by the model-checker. Re-
call from Section 2.6 that EFa = E[TUal, and let EF'a & E[TU,a]. At the Oth iteration,
the model checking algorithm computes [E F°a], which is equivalent to [p]; at the 1st itera-
tion it computes [EF'a]; and at the 7th it computes [E Fa]. The algorithm terminates when
[EF~—a] = [EF'a], and returns [EFa] as the result.

Computation of [EF‘a](s) is equivalent to computing [EFa](s) restricted to paths of
length at most 7. Thus, in this case the model-checking algorithm reduces to a breadth-first
search of the computational tree of the XKripke structure. As such, it must terminate as soon
as the longest acyclic path from s has been explored. Finally, since the length of the longest
acyclic path is bounded above by | S|, the worst-case complexity of computing the £ F' operator
must be in O(|S| x D).

The rest of the chapter is organized as follows. Section 3.2 establishes the technical machin-
ery used to prove the new complexity bounds. Section 3.3 formally proves our conjecture by es-
tablishing that the worst-case complexity of model-checking a property ¢ isin O(|.S|x || x D).
Finally, we compare our results with the complexity bounds established by Konikowska and

Penzcek [KP02] in Section 3.4.

3.2 Extending the Transition Relation

Intuitively, a multi-valued model-checker computes supremum and infimum over paths of a
XKripke structure. Let R be a transition relation of a XKripke structure M, and s,t € S be two
states of M. Then, R(s, t) is the value of the (s, t) transition in A/, and, since every transition

is unique, it is also the supremum over all (s, ¢) transitions in M. Similarly, \/,, . R(s,u) A

uesS
R(u,t) is the supremum over all (s,¢) paths of length 2 in M. Let us define R*(s, ¢) to be the

supremum over all (s, t)-paths of length n.

Definition 11 Let R be the transition relation of a XKripke structure M, and wug, u, € S be



CHAPTER 3. COMPLEXITY OF SYMBOLIC MULTI-VALUED MODEL-CHECKING 27
any two states of M. Then

R™ (u07 un) = \/u1 Up_1ES ?:_01 R(ula ui+1) (Rn(57 t) defn)

,,,,,

The following theorem establishes that R™ can also be defined recursively.

Theorem 3 Let s,t € S be any two states of A, then

R™(s,t) = V,esR(s,u) AR" (u,t)
= Vues R"7H(s,u) AR(u, t)

Note that R'(s, t) is not monotone in 4. That is,
i 2] # Ri(s,t) IR (s, 1)

This corresponds to our intuition, since existence of an (s, t)-path of length » does not imply
existence of any other path. However, if we consider all paths of length at most n, then the

resulting function should be monotone, and in fact non-decreasing.

Theorem 4 Let R be the transition relation of a xKripke structure M, and s,t € S be two

states of M. Then, R=(s,t) £ \/,R(s,t) is monotone in 4:
Vi,j € nat -i > j = R¥'(s,t) IR (s, 1)
We denote the limit of R=¢ as i approaches infinity by R=>, and define it formally as:
R=®(s,t) = \/2 Ri(s,t) (R=> defn.)

Intuitively, R=> is the transitive closure of R, that is R=>°(s, ¢) is the supremum over all
(s, t)-paths. Note that we still must show that R=> is well defined. We do this by showing that

there exists n € nat such that R=>(s, t) = R="(s, t).

Lemma 1 Let R be the transition relation of a XKripke structure M, and S be the state space
of M. Then,

Vn € nat -n > |S| = RSPl(s, 1) 3 R"(s, 1)
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Proof:

We show by induction on n, that for all n > |5,

r—1

n—1
VUO, ceeyUn dr < ‘S’ ' 3U)O7 cees Wy /\ R(“%“i-‘rl) C /\ R(wjﬂ wj+1)
=0 7=0

which is sufficient to establish the lemma. Intuitively, we show that for any path of length greater
than | S|, there exists an equivalent path of length at most |S].

The base case is n = |S|, which holds trivially. Assume for |S| < n < k, and show for
n=k+1. Leti,j € nat be such that j > i A u; = u;. The existence of such 4, j is guaranteed

by the fact that &k + 1 > |S|:
k+1>|S|=3i,j-7>iANu; =u;
Let m = j — 4, and define wy, ..., wgt+1—, as follows, where 0 <p < k+1—m:

Up 0<p<i
wp =

Uptm @ <P
Note that this definition ensures that the first and last states of the sequences u; and w; are

the same. That is, ug = wop and ugy1 = wk11_m. Clearly, k+1—m < k, and

k+1 k+1-—m

/\ R(ug, ugt1) E /\ R(wy, wp 1)

a=0 b=0

Thus, we can apply the inductive hypothesis to complete the proof. O

From Lemma 1 it follows that R<>° has an upper bound.

Corollary 1 Let R be the transition relation of a XKripke structure M, and S be its state
space. Then,

R8s, ) 3 R(s,1)
Finally, combining the results of Theorem 4 with Corollary 1 we show that R=> is well-

defined.

Theorem 5 Let R be the transition relation of a XKripke structure M, and S be its state space.
Then,
Vk € nat - k > |S| = R=*(s,t) = RS®(s,t)
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The definition of R=>°(s, t) lets us talk about arbitrary (s, ¢)-paths. However, its limitation
is that we must always specify the destination state. To remedy this problem, we define F(s)
to be the supremum over all paths of length 4, starting at s, and denote its limit by R>°(s).
Formally,
Ri(s) £ V,sRi(s,t)  (R'(s) defn.)
R®(s) £ V,egR¥(s,t) (R*>(s) defn.)
Since existence of a path of length n implies existence of a shorter path, R*(s) is monotone,
and in fact is non-increasing. Next, we formally establish the monotonicity of R?(s), and show

that R>°(s) is well-defined.

Theorem 6 Let R be the transition relation of a XKripke structure M, and s be any state of
M. Then,

Vi,j € nat -i > j = R'(s) C RI(s)

Proof:

With out loss of generality, leti = j + 1.

R/ (s) 3 RITY(s) (def. of R(s))
= VuesRI(s,u) D V,egRIT (s, 1) (by Theorem 3)
= VuesRi(s,u) 3 V,eg Vues R (s,u) AR(u,t) (generalization)
< ViesRI(s,u) IV, esRI(s,u) AR(u, t) (monotonicity)
< Ri(s,u) IRI(s,u) AR(u,t) (specialization)
< RI(s,u) JRI(s,u)

Next, we show that R*(s) is bounded from below.

Lemma 2 Let R be the transition relation of a XKripke structure M, S be its state space, and
s € S. Then,

Vn € nat -n > |S| = R"(s) I RIEH(s)
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Proof:
Here, we prove the lemma for n = |S| + 2. The proof for arbitrary » is similar. Notice, that to
establish the lemma it is sufficient to show that for every path of length |.S| 4 1 there exists an

equivalent path of length |S| + 2. That is, we want to establish that

1] 15+1|
Vug, ..,y - Fwo, sz - [\ R(ui,wig1) £ /\ R(wjy, wji)
i=0 j=0

As in Lemma 1, since we have more elements {u;} than the underlying state space S, we let
i,7 € nat be such that i < j A u; = uj;, and let m = j — 7. Next, we define w,, where p ranges

between 0 and |S| + 2, as follows:

Up 0<p<y
wp =

Uit (p—j modm) P >J

Finally, we show that {w, } satisfies our condition.

AT R (wp, wp1) (distributivity)

= (AZgR(wp, wpi1)) A (/\]LS:';rl R(wy, wpy1)) (def. of w,, modular arithmetic)

= ALZoR(wp, wpi1) (def. of w,)
= NJZoR(up, upt1) (since j < [S]+1)

S
| /\]‘9:‘0 R(up, up+1)
O

Combining the results of Theorem 6 with Lemma 2, we show that R*(s) is well-defined.

Theorem 7 Let R be the transition relation of a XKripke structure M. Then,

Vn € nat -n > |S| = R"(s) = R*(s)

Intuitively, Theorem 7 states that it is sufficient to explore only the paths of length |.S| + 1.
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3.3 Deriving the Worst-Case Complexity
To simplify our presentation, we introduce a notation for a nested £X operator £X .

% n=>0
EX"p =

EXEX" o n>0
Intuitively, [EX ¢](s) computes the value of © over all immediate successors of s, whereas
[EX"o](s) computes the value of ¢ over all states reachable from s in exactly n steps. This

intuition is formalized below.

Theorem 8 Let ¢ be a propositional formula, M be a xKripke structure, and R its transi-
tion relation. Furthermore, let M,, be a XKripke structure obtained from A by replacing its

transition relation with R™. Then,
[EX"p] = [EX ]

Proof:
The proof proceeds by induction on n. The base case, when n = 1 is trivial. Assume that the

equality holds for n = k, and show for n = k + 1.

[EXFH o] (s) (defn. of EX™)
= [EX(EX")]M(s) (defn. of EX)
= Vues(R(s,u) AEX )M (u)) (inductive hyp.)
= Vues(R(s,u) A[EX ]k (u)) (defn. of EX)
= Vues(R(s,u) AV,eg R (u, t) A o] M (2)) (distributivity)
= Vues Vies(R(s,u) ARF(u, ) A [p] M (1)) (commutativity)
= Vies((Vues R(s,u) AR*(u, 1)) A ] Ve (1)) (defn. of R")
= Vies®*(s,8) A [] ¥ (1)) (¢ is propositional)
= Vies® 1 (s,0) A [p]Mi1(1)) (defn. of EX)
= [EXe]Mr1(s)
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We are now in the position to derive upper bounds for the complexity of multi-valued
model-checking. We start with the E'F' operator. Notice that we can express EF¢ using

nested £/ X operator as follows:

EF'p = \/I_,EX'e (EF"expansion)
EFp = V2 ,EX'@ (EF expansion)
The proof of the expansion is trivial, and is omitted here.
In [CDEGO02] it was shown that given a XKripke structure, there exists a bound n = h x | S|
such that [EF¢] = [EF"™y], where h is the height of the lattice, and S is the state space.
This bound is exactly the number of iterations required to compute £ F' in the model-checking

algorithm. We show that n = | S| is sufficient.

Theorem 9 Let ¢ be a propositional formula, M be a XKripke structure, and s € S be an

arbitrary state of M. Then,

[EF](s) = [BF¥g](s)

Proof:

[EF@]™(s) (EF expansion)
= Vi IEX o]M(s) (by Theorem 8)
= Vio[EX ] (s) (def. of EX)
= ViZo(Vies Ri(s, 1) ATe]M (1)) (commutativity)
= Vies(VZoRi(s,t) A [e]M(2)) (distributivity)
= Vies((ViZoR'(s,1)) A ] (t))  (def of R=>(s, 1))
= V,ies(RE®(s, ) A [p]M (1)) (by Theorem 5)
= Vies(RESI(s,8) ATe]M () (by Theorem 8)
= VI [EX )M (s) (EF™ expansion)
= [EFISlp]M(s)

The new complexity bounds for E'F and EU operators, follow from the theorem.



CHAPTER 3. COMPLEXITY OF SYMBOLIC MULTI-VALUED MODEL-CHECKING 33

Corollary 2 The complexity of computing the E'F operator is O(|S| x D).
Corollary 3 The complexity of computing EU operator is O(|S| x D).

Proof:

Computing E[pUv] on a XKripke structure M is equivalent to computing EF'y restricted to

paths on which ¢ holds. Thus, it is equivalent to computing EF+) on a XKripke structure M’,

obtained from M by replacing its transition relation with R(s,t) = R(s,t) A [¢](s). Since, the

state space of M’ is exactly the same as of M, the result follows. O
The proof of complexity for EG operator is quite similar. First we express EGT using

nested £ X:
EG'T = EX'T (EG'expansion)

EGT = EX*T (EG expansion)
Next, we show that for a given xKripke structure M, [EGT] = [EGISI+1T].

Theorem 10 Let  be a propositional formula, M be a XKripke structure, and s € S be an

arbitrary state of M. Then,
[EGT](s) = [EGSHT](s)

Proof:

[EGe]M (s) (EG expansion)
= [EX>®T]M(s) (by Theorem 8)
= [EXT]Me=(s) (def. of EX)
= ViesR>(s,t) (def. of R*°(s))
= R>®(s) (by Theorem 7)
= RISH1(s) (def. of R"(s))
= Vs RFFL (s, ) (def. of EX)

= [EXT]Ms+1(s)  (by Theorem 8)
= [EXISHIT]M(s) (EG™ expansion)
= [EGSIHT]M(s)
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Corollary 4 The complexity of computing EGT on a xKripke structure M isin O(|S| x D).

Finally, we extend the result of Corollary 4 to an arbitrary £'G operator.

Corollary 5 The complexity of computing EG on a XKripke structure M isin O(|S| x D).

Proof:

The proof is similar to the proof of Corollary 3. Computing EGp on a XKripke structure M is
equivalent to computing EGT on a XKripke structure M’, obtained from M by replacing its
transition relation with R'(s,t) = [¢](s) A R(s, t). |

Finally, combining all of the results, we obtain our main theorem.

Theorem 11 The complexity of computing [¢] for a XCTL formula ¢, on a XKripke structure
M isin O(|S] x |¢| x D).

Note that the bound |S| is used to ensure that every path of that length contains a cycle.
Alternatively, an even better bound can be obtained using the diameter of the graph induced
by the XKripke structure, where the diameter of the graph is given by the length of the largest

acyclic path between any two states.

3.4 Discussion and Future Work

In this chapter we have shown that the complexity of XCTL model-checking is linear in the
size of the state space and the size of the formula. This is exactly the complexity of CTL
model-checking. Therefore, one may be led to conclude that XCTL model-checking is no
more expensive than its classical counterpart. However, what is hidden in our analysis is the
difference between the cost D of performing the £X operation in the multi-valued case, and

the cost D, of performing the same operation in the classical case. In our presentation, we
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assume that £X operation is implemented by decision diagrams: MDDs [CGD*02] in multi-
valued case, and BDDs [Bry86] in the classical case. Thus, to analyze the difference between
D and D., we must examine the difference in complexity between these decision diagrams.
This topic has been already covered in depth by [Weg00], and is beyond the scope of this
thesis.

An alternative approach to XCTL model-checking is to reduce the problem to several clas-
sical problems. The reduction was first formally established by Bruns and Godefroid [BG99]
in the case of 3-valued logic, and extended to the general case in [KP02], but is also present
implicitly in the work of Chechik et al. [CGD*02]. If for simplicity, we restrict our attention to
XKripke structures with boolean variables and multi-valued transition relation, then the general
idea is: (a) reduce a XKripke structure M to k Kripke structures My, ..., M, by transforming
the transition relation of M; (b) use classical model-checking algorithm to find the value of a
given formula ¢ on each model M;; and (c) combine the results of step (b) into a single multi-
valued answer. The value & depends on the lattice L used to specify M and is bounded above
by number of join-irreducible elements of L [CGD*02]. Note that the state space of each M;
is the same as of M, although its reachable part may differ.

With this reduction at hand, the complexity of model-checking a XCTL formula ¢ is in
O(k x |S| x |¢] x D.), where D, is as defined above. It then follows that performing multi-
valued model-checking directly is more efficient if D < kx D.. However, once again, since we
assume that the basic operations are performed by decision diagrams, this comparison reduces
to comparing the differences between the diagrams. A more detailed analysis between the two

approaches, including some empirical evidence, can be found in [CGD*02].



Chapter 4

Fairness

In this chapter we address the problem of multi-valued model-checking with fairness.

4.1 Intuition

In classical model-checking, it is often easier to specify all behaviors of the system being
modeled, plus some additional “unwanted” behaviors, and then restrict the analysis to just
the “wanted” behaviors of the system. This approach is often taken in practice, because it
allows complicated systems to be specified more compactly. Since computations considered
in classical model-checking are infinite, a natural way to partition behaviors into “wanted” and
“unwanted” is by specifying progress that should be made on a fair computation (path). Thus,
we define a computation as fair if and only if a certain progress state, or a sequence of states,

occurs in it infinitely often [CES86]. Formally,

Definition 12 A path is fair w.r.t. a set of fairness conditions C' = {cy, cs, ..., ¢, } iff every ¢; is

TRUE on it infinitely often.

Theorem 12 The following statements are equivalent for a path = and fairness conditions

36
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C={cy, .., e}

(1) Each fairness condition ¢; occurs infinitely often in r;

(2) Asequence ¢y, ca, ..., ¢ OCcurs infinitely often in 7.

Proof:

(1) = (2): Starting at the beginning of 7, find the first occurrence of ¢; (this can always be done
because ¢; occurs infinitely often in x). After that point, find the first occurrence of co, etc. This
process can be repeated forever, and thus a sequence cy, s, ..., ¢, 0ccurs infinitely often in .
(2) = (1): if a sequence cy, co, ..., ¢, Occurs infinitely often in 7, then each element of it occurs

infinitely often in 7, so = is fair. O

4.2 Fairness in Multi-Valued Model-Checking

In the multi-valued case we want to preserve the ability to specify a larger set of computations
than necessary and then restrict our attention to the “wanted”, or fair ones. Multi-valued models
already have a notion of “possible” computation: it is a computation where the conjunction of
values of transitions between states is non-_L, and “impossible” otherwise. Thus, if the goal of
fairness in the multi-valued model-checking is to enable specification of a system in a concise
form, fairness must be able to effectively turn some “possible” computations into “impossible”
ones. Therefore, a “wanted” path in the fair system is a “possible” path conjoined with the
appropriate fairness condition. Further, fair paths should preserve the “possibility” values of
their underlying models, whereas unfair paths should have value L. One easy way to guarantee
that is by ensuring that the fairness condition is 2-valued, because T and _L give us the desired
base and identity laws (zM1T = x and xM_L = 1). Thus, we assume that fairness constraints are
given by a set of XCTL formulas C' = {¢y, ¢a, ..., ¢, } such that each formula always evaluates

to either T or L. Intuitively, such expressions consist of boolean predicates (C, J, =, #) on
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XCTL formulas. Fairness conditions are formally defined by the following grammar:

XCTLExpr := defined in Section 2.6

BoolAtom := XCTLExpr Op XCTLExpr

Op € {C,C,3,0=#}

FairnessCond := FairnessCond V BoolAtom | FairnessCond A BoolAtom

| “-FairnessCond | BoolAtom

For example, AXp may evaluate to M when the logic is 3 and thus cannot be used to
specify a fairness condition. On the other hand, o © AX+1) always evaluates to T or L and
thus can be used to specify fairness. Fairness conditions partition the sets of states into mv-sets.
For notational convenience we assume that these mv-sets are over the same logic L = (£, C,—)

as the model, even though for each fairness condition ¢;, Vs € S - [¢;](s) € {T, L}.

Definition 13 A trace in a XKripke structure M is fair w.r.t. a set of fairness conditions C' =

{c1, ca, ..., ¢, } iff each computation comprising it is fair w.r.t. C.

Following Huth and Ryan [HR0O], we write A and E. for the operators A and F restricted to
paths satisfying the fairness condition C. For example, [A., ,,G¢[(s) = T means that ¢ is

TRUE in every trace on which ¢; and ¢, occur infinitely often.

4.3 Fair EG

As in CTL, XCTL operators E.G, E-[p U 1] and E.X form an adequate set. We start
by giving a formulation for [E.G¢](s) = ¢. This formula means that there exists a trace
beginning with state s on which EG¢ holds with value ¢, and each formulain C'is T infinitely
often along each path. Alternatively, if C' = {c,..., ¢}, itis the repetition of the following
sequence: ¢ holds until ¢;, and from that point on, ¢ holds until ¢,, etc. Formally, we can

define this using the following fixpoint formulation:

[E.Gp] = vZ-[p] N, (Fyo---0F,)(Z) (def. 1of EcG)
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Where F; is defined as F(Z) = [EXE[pUg A c; A Z]]. For example, if C = {c,c,} this

definition simplifies to:

[EcGo] & vZ.Jo] N, [EXE[pUoAci NEXE[pU @ Acy ANZ]|]

The problem with this definition, however, is that it is dependent on the size of C, and
a particular order at which elements of C' occur on the path. We thus seek an alternative

definition:
[EGy] 2 vZle] n. () :_IHEXE[go UpAZAc]]  (def. 2 of B.G)

We are now ready to study properties of the two definitions of F.G. We begin by showing
that Definition 2 reduces to that of £G when there are no fairness conditions present, and then

proceed to show that the two definitions of F.G are equivalent.
Theorem 13 When C = {T} (no fairness), Definition 2 of E,G reduces to
[EcGe] = vZ.[¢] N [EXElp U@ ANZ]| =vZ[p] N, [EXZ] = [EGy]

Proof:
Let F(Z) = [¢]NL[EXE[p U o ANZ]] and G(Z) = [¢]| N [EXZ]. Then, by Definition 2 of E.G,
[EcGy] = W = vZ.F(Z) and [EGy] = Y = vZ.G(Z). We start by proving an intermediate

result indicating that [E[p U ¢ A W]] is the same as W:

[Elp U o AW]]
= (EU fixpoint)

(Il N W) UL ([l N [EXEle U ¢ AWI])
= (absorption), (def. of F))

WU, F(W)
= (since W is a fixpoint of F)

A%

To show that [E-G¢] = [EG¢] we need to show that Y = W. The proof consists of two parts:

(1) showing that W is a fixpoint of G and thus W C, Y (because Y is the greatest fixpoint of
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@G); and (2) showing that W 2 Y.

(1) G(W)
= (definition of G)
[e] Ne [EXW]
= (since W =[E[pU ¢ AW]])
[l N [EXE[e U o AWI]
= (definition of F)
F(W)
= (W is the fixpoint of F')
W

40

To prove (2) we start by defining W; = F([T]) and Y; = G*([T]). Since F and G are

monotone and continuous, there exists n € nat s.t. W =W, A Y =Y,. We now show that

Vi € nat - W; O, Y.
Base Case:
IH:

Inductive Case:

Wo=[T] = Yo
Assume W, D, Y, fori =%

Prooffor: =k +1

Note that W1 =[] N, [EXE[p U ¢ ANWi]] = G([Elp U ¢ AW]])

and Yy 41 =[] N, [EXY] = G(Yy)
G([Elp U o AWi]]) 21 G(Yr)
(G is monotone)
[Elp U ¢ AW]] 2, Yy
(EU fixpoint)
(Wi Ur ([e] N2 [EXE[p U o AW]])) 21 Y
(monotonicity of U, ), (absorption)
Wi 21 Y
(inductive hypothesis)

T

Thus, by induction, ¥n € nat - W,, O, Y,, so W O, Y. Combining this with results of part (1),

we get that W =Y, so, using Definition 2 of E.G, [E-Gy] = [EGy].

O
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Now we set out to show that Definition 1 and Definition 2 of E.G are equivalent. We
assume that C' = {¢, co} for brevity. The reasoning can be expanded for an arbitrary C' =
{c1, ..y} Let F(Z) = [¢] N [EXE[pU pAcit NEXE[p U ¢ Aca AZ]]]. Then, by

Definition 1, E.Gy = vZ.F(Z). Also, let G(Z) = [¢] N, () [EXE[p U ¢ Acy N, Z]].
k={1,2}
Then, by Definition 2, .Gy = vZ.G(Z).

We define KK; and M, to represent all states that are beginning of the path on which the
sequence cq, ¢y (respectively, co, ¢;) holds 7 times. K, and M are defined recursively as
Ko =[T] My = [T]
K, =[¢] N, [EXE[pU @Aci AM,_4]]
M, =[¢] N, [EXE[pU ¢ Aca ANK,_1]]
We also define the nth iteration of vZ.G(7Z) explicitly:

Gi(Z) = [PlN [EXElpUep Aci NZ]]
G(Imh = [71
G T = GiG™([T]) Nw G2(G™([T]))
Note that Ko, = F"([T]). We are therefore interested in the degree to which K,, and M,

approximate G™([T]). We characterize this formally in the following lemma:

Lemma 3 Vn € nat,
(1) K, 2, G([T])  (2) M, 2., G*([T])
(3) Ko S, G™([T])  (4) Mo, S, G™([T])
Proof:

In the proof we will use the following results, proofs of which are omitted for brevity:

K, O; K11 and M,, D M, 44 (monotonicity of K,,, M,,)

[e]l Ny [EXE[pU ca Ao AK,]] € M, (relation between K,, and M,,)
(holds because M,, = [¢] N, [EXE[p U ¢ Aca ANKp_1]])

[Elp U] 2L [El¢ U ¢ NEXE[p U 9¢]]] (monotonicity 1 of EU)
(holds because of EU expansion)

el 21 [¥] = [Elp U ¢] 2L [Elp U ¥]] (monotonicity 2 of EU)
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We are now ready to prove (1)-(4), which we do by induction on n.

Base Case:
IH:

Inductive Case:

(1)

G([T]) = T (def. of G*([T]))
Assume (1)-(4) hold for n = k
Proofforn =k +1
Enough to show K,,.1 2, G1(G™([T]))
T
(1H)
M, 2. G™([T])
(monotonicity 2 of EU)
[el N [EXE[eU @ Aci AMy]]
2, [l Ne [EXE[p U g e AG(T]]
(def. of K,y 1, G, G™H1)
Knt1 2; G1(G™([T])) 2. G"H([T])
Proof is similar to that of (1).
Need to show Ka,, 12 €, G"H([T])
We will show (3a) Ko, C. G1(G™([T]))
(3b) Kaony2 S G2(G™([T]))
Then by N, elimination, we will have the desired property.
(3a) Kanio
= (def. of Ko, 12)

[l N [EXE[pU ANt NEXE[pU ¢ Aca AKayl]]

N
e

(relation between K,, and M,,))

[l N [EXE[eU @ Aci AMa,]]

N
&

(IH and monotonicity)
[e] N [EXE[p U e AGH[TD]]
= (def. of Gy)
Gu(G"(IT)
(30)  Kono
= (def. of Kg,42)
lel N, [EXE[pU o Aci AEXE [ U o Aca AKanl]]
C, (monotonicity)

[l N [EXE[pU o ANEXE[pU ¢ Aca AKay]]]

42
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Theorem 14 Definition 1 and Definition 2 of £.G are equivalent.

Proof:
Recall that Ky, = F"([T]), defined above. Since F™ converges, IN; € nat - ¥Yn > Nj -
vZ.F(Z) = Kgy,,. Since G™ converges, 3N» € nat - ¥Yn > No - vZ.G(Z) = G™([T]). Further, by
Lemma 3, Vn > Ny
Ko S, G™([T]) = vZ.G(Z)
Ko 20 G*™([T]) = vZ.G(Z)
So, Vn > Ny - Ky, = vZ.G(Z).
Let m = max{Ni, No}. Then, vZ.F(Z) = Ky, = vZ.G(Z). So, the two definitions for E,G
are equivalent. O
As a corollary to Theorem 14 we get that the order in which the fairness conditions occur

on a path is of no importance.

Corollary 6 Let C' = {ci,...,c,} be a set of fairness conditions, and let ¢ : [1...n] —

[1...n]be apermutation, then

vZ - [pl Ny (Fro--o B )(Z) = vZ-[p] Ny (Fopyo--+ 0 Fowy)(Z)

We now show that our definition of fairness satisfies the intuitive condition that any finite
path that terminates in a state from which there exists a fair path, can itself be extended to a

fair path.

Theorem 15 LetC' = {cy, ..., ¢, } be asetof fairness conditions, and ¢ be any XCTL formula,

then the following holds:

(1) o NEXE[pUc; Np N EcGy] = EcGy
(2) ElpUEcGy) = EcGy
(3) p NEXEcsGyp = FEcGyp
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Proof:
(1): For brevity we assume that C = {c1, c2}. Let K,, and M, be defined as in Lemma 3. Since
for any given model the fixpoint computation of E-G is guaranteed to converge there exists

an n such that:
(1) Ko = Kopga = EcGyp

(1) My, = EcGyp

and by monotonicity of K,, we get

[EcGy]
(choice of n)
= Ko,
(monotonicity of K,,)
= Kont1
(def. of K},)
= [pANEXE[pUci Ao A May]]
(choice of n)
= [eANEXE[pUci Ao AN EcGyl]
Thus, we obtain the desired result;

e NEXE[pUci Np N EcGyp] = EcGe

The proof for (2) is a simple consequence of (1); and (3) follows from (1) and (2). O
Notice that as a consequence of (3) we obtain the inequality EGp J EcGyp, since EGyp is
the greatest fixpoint of F/(Z) = [¢ A EXZ].

Finally we show the E~G¢ is monotone with respect to the set of fairness conditions C.

Theorem 16 Let C; = {a4,...,a,} and Cy = C; U {by,...,b,,} be two sets of fairness

conditions, then Ec, G 3 Eq,Go.

Proof:

Let
F(Z) = oA Neoy EXE[pUep Nag NZ]

G(Z) = F(Z)AN", EXE[oUg A by A7)
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Then, Ec,Gy = vZ.F(Z) and Ec,p = vZ.G(Z). By monotonicity of A it follows that F'(Z) J

G(Z), and therefore Ec,Gy 3 Ec,Gep. O

4.4 Fairness in Other xCTL Operators

Computing E. X ¢ in s amounts finding successors of s which are at the start of some fair
computation path, and computing £ X ¢ using only these successors. In such states £.G'T has

a value other than L, that is [E.GT O](s).L. Thus, the formulation for E. X ¢ is

[E-X¢] £ [EX(p A (E,GT O1))]

For a similar reason, the formulation for E.[p U ] is

[Ecle U]l = [ElpU (¥ A (E.GT 3 1))]

Note that both formulations are equivalent to those of classical CTL.

4.5 Running Time

Running time of the model-checker under fairness conditions C' is dominated by the compu-
tation of £.G whose p-calculus expression is of alternation depth 2 [BS01]. That is, each
iteration of the outer fixpoint requires the computation of the inner fixpoint. The inner fixpoint
corresponds to a XCTL formula E[p U (¢, A Z)], and is computed using the regular model-
checking algorithm. Thus, the complexity of computing the inner fixpoint is in O(MC x D),
where M C' is the number of iterations until convergence of the fixpoint, and D is the com-
plexity of each iteration. If we treat the inner fixpoint of F,G as a constant, then it is equiv-
alent to a regular G without fairness and can be computed in M C' iterations as well. Fi-
nally, computation of E-G requires computing |C| inner fixpoints, and thus its complexity is
O(|C| x MC? x D). Similarly, the complexity of model-checking an arbitrary XCTL formula

¢, under the fairness condition C, is in O(|¢| x |C| x MC? x D).



CHAPTER 4. FAIRNESS 46
4.6 Discussion and Future Work

In this chapter we have shown how fairness conditions can be handled in the context of multi-
valued model-checking. Our extension of XCTL to fairness is very similar to one of CTL [CGP99].
In both cases, the EG operator is redefined to account for fairness conditions, with the rest of
the operators defined through it. If the logic 2 is used for the analysis, then our definitions of
fair XCTL become equivalent to one of fair CTL.

An alternative interpretation of fairness was proposed by Huth [Hut02] in the context of
Kripke MTS. A Kripke Modal Transition System (MTS) is an extension of a XKripke structure
over the logic 3, where transitions are labeled with actions in addition to logic values. To
our knowledge, this is the only other attempt to address the issue of fairness in multi-valued
model-checking. As in our case, fairness is introduced by extending the EG operator using a
p~-calculus formula with the alternating depth of 2, but fairness conditions are not required to
be boolean. In fact, the definition of fair EG presented in [Hut02] is syntactically equivalent to
our definition in Section 4.3, with the exception that the requirement for the fairness condition
to be boolean is dropped. As such, our definition of fair £G is a strict subset of the one defined
by Huth.

Although it may seem strange that in extending classical CTL to XCTL we keep fairness
conditions boolean, we believe that this exactly captures our intuitive notion of fairness. This
is especially evident in logics whose truth values do not form a finite total order. In these cases,
the interplay between Huth’s definition of fairness and the interpretation of quantification over
paths completely obscures the result of the model-checker.

In this chapter we have only explored fairness in isolation as it applies to a single multi-
valued model. However, we believe that in most practical application of multi-valued model-
ing, each individual model is only a part of the bigger picture. For example, a multi-valued
model can correspond to a partial result of negotiation between multiple stakeholders, or al-
ternatively it can represent the result of a partial refinement [BGO00]. In the future we plan to

investigate the interactions between fairness as defined in this chapter and various applications
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of multi-valued modeling.
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Chapter 5

Witnesses and Counter-examples

5.1 Introduction

A classical model-checker can tell the user not only whether a desired temporal property is sat-
isfied (or violated), but also generate a witness (or a counter-example), explaining the reasons
behind the answer. Typically, witnesses and counter-examples are fairly small and are given in
terms of states and transitions of the model; thus, they are readily understood by engineers and
can be effectively used for debugging the model. The witness and counter-example genera-
tion ability has been one of the major advantages of model-checking in comparison with other

verification methods.

The goal of this chapter is to extend the notion of a witness and a counter-example to the
multi-valued case. First, let us examine what are the requirements of a witness. Intuitively, a
witness is a part of the model that is sufficient to prove the result of the model-checker. That
is, the witness is sufficient to prove [¢](s) = ¢, where ¢ is a temporal property, s is a state of

the model, and ¢ is some logic value.

In order to prove that [¢](s) = ¢, we must show that both [¢](s) 3 ¢ and [¢](s) C ¢ are
valid. However, in the two special cases where 7 is either T or _L we only need to prove the

first or the second statement, respectively. The other one follows from the axioms of T and

48
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L. Thus, in the classical case, a witness to [¢[(s) = T is a subset of the computational tree
of the model, such that the value of  restricted to it is above T. Dually, a counter-example
for [¢] = L is a subset of the computational tree such that the value of ¢ is below L when

restricted to it.

Extending this to the multi-valued case we get that a witness to [¢](s) = ¢ is a subset
of the computational tree of the model on which ¢ is above ¢, and a counter-example is a
subset of the computational tree on which ¢ is below ¢. The consequence of this definition is
that a witness to a XACT L property, or a counter-example to a X EC'T' L property, necessarily
contain all (or most) paths through the model. Thus, we restrict our attention to witnesses
of XECTL properties, and counter-examples of XACT L properties, just as the case in the

classical model-checking.

Furthermore, the fact that in X #CT L existential quantification is equivalent to supremum

(or join), and universal quantification to infimum (or meet), results in the following conse

quences: (a) a witness (or a counter-example) for any operator is not necessarily linear, and (b)

a witness (or a counter-example) is only sufficient to prove that [¢](s) 3 ¢ (or [¢](s) C £).

In the rest of this chapter, we show how to automatically generate witnesses and counter-
examples for XCTL. Note, that our approach is quite different from the one used by Clarke et
al. in [CGMZ95] for classical model-checking. Instead of developing an algorithm to construct
witnesses and counter-examples from the model, we first develop a proof system for XECTL
and XACTL, show how to use it to automatically generate proofs, and finally how to extract
witnesses and counter-examples from the proofs. Although, as was shown in [GC02], it is
possible to extend this technique to full XCTL, here we only consider the XACTL and XECTL

subsets.
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L\ L\

S0 S1

Figure 5.1: A XKripke structure.

5.2 Proof Rules for YxECTL

In this section we develop a proof system for sentences of the form [](s) 2 ¢, where ¢ is an
XECTL formula, ¢ is a lattice value, and s is a state of a given XKripke structure M. We show

that the proof system is sound and complete.

Since we are interested in proving statements about a particular XKripke structure we
assume that our proof system incorporates the proof systems for quasi-boolean lattices and

XKripke structures. Here, we only develop the additional rules for the temporal logic.

We start by identifying the axioms of our proof system. The set of axioms is comprised of
all of the axioms of the theory of quasi-boolean lattices, the axioms of the theory of XKripke
structures, and the axiomatization of the particular lattice and the XKripke structure we are
dealing with. The axiomatization of a quasi-boolean lattice is simply the axioms defining the
relations J and —, and the axiomatization of a XKripke structure is the axioms defining the

transition relation R and the state labeling function 1.

For example, consider the XKripke structure in Figure 5.1, specified using logic 4. Some

of the axioms describing the lattice are:

TTITF TFOFF
~TT=FF —TF=FT
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gy -0y 3¢
— vauerule ——— neg-vauerule
[6:](s) 2 £ [-e](s) 2 ¢
Eleﬁ-I(S,p):el/\glgg Elﬁleﬁ-ﬂl(s,p)zﬁl/\élgﬁ ]
atomic-rule neg-atomic-rule
[p](s) 2 £ [-pl(s) 2 ¢
301,05 € L[] (s) T LA 1,8y € L-[p](s) 3 A
[W1(s) 3 b2 A (21142 2 0) [¥](s) 2l A (G ULz T 0)
A-rule V-rule
[ A](s) 2 ¢ [V el(s) 2 €

I, t,€S-3,... 4, €L [[R(S,tl) /\(p]](tl) a4
A AR(s tn) A (tn) T la A (L 6) 2 £
[EXe](s) 2 ¢

EX

Figure 5.2: Proof rules for existential propositional temporal logic (XEPTL).

And some of the axioms describing the XKripke structure are:

R(So, Sl) =TT R(So, 83) = FF
]<807p) =TT I<SO7 Q) =FT

We are now at the position to define the rules for the temporal logic. In what follows, we use
p and ¢ to represent any atomic propositions, s and ¢ to represent states, ¢ and 1 to represent
temporal formulas, and ¢ and ¢; to represent lattice elements. We also use the notation {s} to
stand for the smallest formula which is T at state s, and L otherwise (i.e [{s}](t) = (s = t)).
We use {s} for negation of {s}.

The proof rules for XEPTL, the logic consisting of non-temporal operators and £ X, are
summarized in Figure 5.2. They follow directly from the definitions of XECTL, which guaran-
tees their soundness.

Notice that the £ X -rule introduces existential quantifiers, to eliminate which we introduce

the one-point rule:
f(d)

—————— one-point rule
dx € D - f(z)
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[¥](s) 2 ¢ [V onNEXElpUn1¢][(s) 3 £
EUO EUi
[EleUoy]l(s) 2 € [ElpUny]l(s) 2 £

In € nat - [E[eUn]](s) 3 £

[EleUll(s) 2 £

Figure 5.3: Proof rules for bounded and unbounded EU.

The proof rules for bounded and unbounded version of EU are given in Figure 5.3. As in
the previous case, the rules for bounded EU follow directly from its definition. The rule for

the bounded E'U is the consequence of the monotonicity of EU;:

Notice that since we assume that the state space is finite the rule is actually bi-directional.
That is, for a given XKripke structure M there always exists a natural number n such that
E[eUvy]| = ElpU,v], given by the diameter of the directed graph induced by M.

To complete our proof system, we still need to find a proof rule for EG. Unfortunately, we
cannot proceed as in the previous cases and use the XECTL equivalence EGy = pAEXEGyp
to define the proof rule. Doing so results in a proof system which is not complete, since the
rule can introduce infinite cycles into our proofs.

Let us instead explore several properties of EG. Intuitively, [EGy](s) is the result of
evaluating G'¢ on all infinite paths emanating from the state s. Moreover, since we are dealing
with finite state systems, every infinite path can be decomposed into a finite (and potentially
empty) prefix, and a finite repeating suffix. Thus, we should be able to decompose [EG¢](s)
into the join of the EG restricted to all non-trivial cycles around s, and E'G restricted to all
infinite paths that do not contain s in the future.

Let us first consider the restriction of [EG](s) to all non-trivial cycles around s. Essen-
tially, this is simply a fair- EG, where the fairness condition is given by a single formula {s}.
Furthermore, since we are interested in the value of this fair- EG starting from the state s, it

is sufficient to restricting our attention to all non-trivial finite paths from s to itself. We now
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formalize our intuition, but first let us prove a small technical result.

Lemma 4 The following are equivalent:
L E[pUtr Ap2 A {s}]

2. [nl(s) A ElpUta A {s}]

Proof:

In the proof we use the following results, proofs of which are omitted for brevity:
Vse S-{s} Ay = {s}A[¢](s) (state restriction)
Vee L-EX(UNY) = (NEXY (constant removal)

The proof proceeds by induction on the fixpoint characterization of EU.

Base Case:
E[pUgthy A 1ba A {s}] (def. of EUp)
= {s} N1 Ao (state restriction)
= {S} VAN [[1/)1]](8) A Yo (def of EU())

= [¥1](s) A ElpUo{s} A 1)o]

Induction Hypothesis:

ElpUkir Npa A{s}] = [1](s) A EleUxya A {s}]

Ind. Case: Proofforn =k +1

ElpUpi1 1 A s A {s)] (def. of EU;)
= ({s}Av1 A2) V (o ANEXE[@Uy th1 Aba A {s}]) (induction hyp., state restriction)
= ([wal(s) A {s} Ap2) V (e A EX([t1](s) A ElpUy, {s} A tpa))) (constant removal)
= ([al(s) A{s} Ab2) V (e A [n](s) N EXEl@Uy, {s} A a]) (idempotence)
= [1](s) A ({s} Aba Vo AN EXE[@Uy {s} Atba]) (def. of EU;)

= [¥1](s) A El@Uk+1 {s} A 1o

O
Now, using the previous Lemma, we show that [ EG¢] () restricted to all paths that contain

the state s infinitely often is equivalent to evaluating ¢ on all finite paths from s to itself.
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Lemma5 The following are equivalent:
L [ErsGel(s)
2. [¢ NEXE[pUp A {s}]](s)

Proof:

Let F(Z) = ¢ N EXE[pUqp A {s} A Z], then from the definition of fair EG we know that
VL.F(Z) = E(,, Gy

We show that (1) is equivalent to (2) by showing that [F*(T)](s) is equivalent to (2) for all 1.
The proof proceeds by induction on .

Base Case:
F(T) (def. of F)

= 9 NEXE[pUyp A{s}]
Induction Hypothesis:
[F¥(Z)](s) = [pAEXElpUpA{s}]](s)

Ind. Case: Prooffori: =k + 1

[FEFL(T)](s) (def. of F)
= [eANEXE[pUpA{s} A F*(T)]](s) (state restriction)
= [IF*(T)I(s) A @ A EXElpUs A {s}I(s) (def. of F)
= [F*M](s) N, [F(T)](s) (monotonicity)
— [F(T)](s) (def. of F)

= [pANEXE[pUp A {s}]](s)

O
The above Lemma is sufficient to derive our proof rule for EG; however, we need a stronger

result to prove completeness of our proof system. We start by proving yet another equivalence.

Lemma 6 The following are equivalent:

1. EG(p A{s}) V E[pUp A {s}]
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2. EG(p) V ElpUp A {s}]

Proof:
The proof proceeds by induction on the fixpoint characterization of EU and EG.

Base Case:

EG%p A {s}) V E[pUop A {s}] (def. of EG and EU)

= (pA{s}ANEXT)V (pA{s}) (distributivity)
= oA{s}AEXTV{s}) (distributivity)
= oA ({s}V{sH A (EXTV{s}) (using {s}V{s}=T)
= eN(EXTV{s}) (distributivity)
= (eA{s}) V(pANEXT) (def. of EG and EU)

= ElpUop A {s}]V EGp

Inductive Hypothesis:

EG™¢ A {s})V ElpUnp A {s}] = ElpUnp A{s}]V EG"¢
Ind. Case:

EG™ Y (o A {s}) V E[pUni19 A {s}] (def. of EG and EU)
= (@A{s}ANEXEG" (o A{s})) V(oA {s})V (o AN EXE[pUnp A {s}]) (distributivity)
= oA (BEX(EG™¢ A {s})V E[pUnp A {s}]) V {s}) (induction hypothesis)
= oA (EX(EG"V E[pUnp A {s}]) V {s}) (distributivity)
= (eA{s}) V(e ANEXEG"p)V (p N EXE[pU,p A {s}]) (def. of EU and EG)

= EG""oV E[pUni1p A{s}]

Finally, we obtain an equivalence which serves as the basis for our EG proof rule.
Theorem 17 The following are equivalent:
L [EGe](s)

2. (¢ NEXE[pUp A{s}]) V (¢ A EXEG(¢ A{s}))](s)
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Proof:

We first show that (2) 3 (1).

o ANEXE[pUp A{s}]VoANEXEG(pA{s}) (distributivity)

= P A (EX(E[pUp A{s}]V EG(p A{s}))) (by Lemma 6)
= oA (EX(ElpUp A {s}]V EGy)) (distributivity)
= (¢ ANEXE[pUp A{s}]) V (p A EXEGy) (def. of EG)
= (pANEXE[pUp A{s}])V EGy (monotonicity)
Jd EGy

To show that (1) 3 (2) note that EGy J ¢ A EXEG(¢ A {s}) by monotonicity. Therefore, it

is sufficient to show that

[EGel(s) 2 [N EXE[@Ug A{s}]](s)

[EGe](s) (by Theorem 16)

I

[ Gel(s) (by Lemma 5)

= [ NEXE[pUp A{s}](s)
Using Theorem 17 we obtain the EG-rule:
[ NEXE[eUp As}] Vo ANEXEG(p A{s})](s) 2 ¢

[EGe](s) 2 €
Finally, we show that the proof system developed so far is sound and complete.

EG

Theorem 18 The proof system for XECTL is sound and complete.

Proof:
The soundness follows from each proof rule being sound. Since each rule was derived as a
consequence of some equivalence, the proof of soundness is trivial, and is omitted here.

To prove completeness we show that using our proof system it is possible to prove any
valid statement of the form [¢](s) 2 ¢. The proof proceeds on the structure of the formula ¢,

where ¢ is:
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1. a propositional temporal formula (i.e. it does not contain EU and EG).
2. (1) with addition of bounded EU.

3. (2) with addition of unbounded EU.

4. (3) with addition of EG (i.e. ¢ € XECTL).

We only present a sketch of the proof here.
To prove (1) notice that each rule for a propositional temporal formula ¢ reduces ¢ to its
sub-formulas. Therefore, the proof proceeds by induction on the number of sub-formulas of .
The proof of (2) is obtained from the fact that for each formula with a bounded EU there
exists an equivalent formula without the EU. (i.e. simply expand the EU; using its definition).
If ¢ contains an unbounded EU, than for a given XKripke structure there exists an equiv-
alent formula in which all unbounded EU operators are replaced with their bounded version.

Thus, the prove of (3) is trivial.

The prove of (4) is based on the fact that the £G-rule reduces an EGy formula to a formula
from (3) (the EU part), and a formula containing £G. However, the new EG operator is
restricted to a subset of the state space that does not contain the current state s. Therefore,

this rule can only be applied |S| times, ensuring that there are no infinite loops in the proof. O

5.3 Automatic Proof Generation

Given a statement [¢](s) 3 ¢, we are interested in automatically generating a proof of its
validity. One way to accomplish this is to embed the proof system of Section 5.2 into an
automated theorem prover, such as PVS [OSR93], and use its facilities to generate the proof.
However, this approach is viable only if there exist an efficient algorithm for the application of
the one-point rule. The goal of this section is to develop such an algorithm.

In the rest of the section, we assume that there are two decision procedures available to
us: modelCheck, and gblat. The decision procedure modelCheck(yp, s) computes the value

[](s), and gblat(y) decides the validity of a quasi-boolean lattice equation (or inequality) .
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We start with the simple statement [[p] 3 ¢, where p is an atomic proposition, and apply the

atomic-rule:
Elfl GL'I(S,]?) :El/\fl Qﬁ

[p](s) 2 ¢
Next we need to decide if it is possible to instantiate ¢; to apply the one-point rule. Since result

atomic-rule

of model-checking [[p](s) is just the value of I(s, p), we get the following proposition:

Proposition 1 Let p be an atomic proposition, and s be a state of a XKripke structure M.
Then,

I(s,p) ={¢ < modelCheck(p,s) =/

Therefore, the one-point rule is applicable if and only if instantiating ¢; with the result
of modelCheck(p, s) does not result in an invalid statement. Since the statement I(s,p) =
modelCheck(p, s) is always valid, this is equivalent to requiring mode1Check(p, s) J ¢ to be
valid. Putting all of the pieces together, we obtain the algorithm in Figure 5.4(a) that uses to
gblat to test the validity of the lattice inequality. The case of [—p](s) 3 ¢ is handled similarly.

Next we consider the boolean connectives A and V. Given a statement of the form [¢ Vv

Y] (s) 3 ¢, we apply the \-rule:

1, by € L-p](s) T A
[W](s) Do Nby il 30
[V l(s) 3¢

Using the monotonicity of the L operator, we get the following proposition.

V-rule

Proposition 2 Let ¢, and ¢» be XECTL formulas, let s be a state of a XKripke structure, and ¢

a lattice element, then:

361,62 eL- [[QD]](S) Q 51 VAN [[w]](S) ; 62/\61 |_|€2 ; 14
= 361,62 eL- [[QD]](S) =0 A [[’QD]](S) =l Nl Ul Y

Using the fact that [[¢] (s) = modelCheck(y, s), we get that the one-point rule is applicable

if and only if instantiating ¢; to modelCheck(y, s) and ¢, to mode1Check(v), s) does not result
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. proc orOnePoint(p, v, s, )
k, :=modelCheck(¢y, s)

1
proc atomicOnePoint(p, s, {) 5
3 ky:=modelCheck(?, s)
4
5

L

2. k:=modelCheck(p,s)
3. if gblat(k 3 ¢) then
4

apply one-point rule substitut- if gblat(k, L ky 3 ¢) then

apply one-point rule substitut-

@ _ ing J for £, (5) ing k,, for ¢4, ky, for £,
5 e : o . 6: €se
6 termmate with invalid 7 terminate with invalid
7. endif )
8 endif
8: end proc
9: end proc
1: proc euOnePoint(p, v, s,¥)
2 1:=0
3 eu =modelCheck(E[pU1], s)
4 eui = L
5 while eut # 1: proc exOnePoint(y, s, ¢)
euw and not gblat(eui I {) 2. k:=modelCheck(EXp,s)
do 3 if not gblat(k 3 ¢) then
6: eut = 4 terminate with invalid
© modelCheck(E[pU;1], s) ) 5  endif
7. 1:=1+1 6  (ri,p1).-.,(rn,pn) =
8  end while exWitness(yp, s)
9. if gblat(eu: J /) then 7. apply one-point rule substituting
10: apply one-point rule substitut- (ri, ;) for (¢, 4;)
ing i for n 8. end proc
11. dse
12 terminate with invalid
13:  endif
14: end proc

Figure 5.4: Algorithms for automatic proof generation.

in invalid statements. As in the previous case, this simplifies to requiring that 4 LI ¢, 3 £ is
valid for the instantiated values. Putting this together, we get the algorithm in Figure 5.4(b).
The A operator is handled similarly.

We now examine the case of the unbounded E'U operator. Given the statement [E[@Uv]](s) 2

¢ we first apply the EU-rule:
In € nat - [ElpU,¥]](s) 2 ¢
[EleUd]](s) 2 €
Recall that the bounded until (£U;), when viewed as a function on the bound, is monotone.

Moreover, it is bounded above by the unbounded until (EU). Therefore, we can find the
instantiation of n by a linear search. The algorithm for the application of one-point rule is

given in Figure 5.4(c).
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For example, consider the XKripke structure in the Figure 5.1, and assume that we want to

prove that [E[pUq]](so) 2 TT. After the application of the EU-rule, we get

In € nat - [E[pU,q]](so) 3 TT

To apply the one-point rule, we first try [E[plhq]](so) = [¢](so) = FT 2 TT. Then, increas-
ing the bound, we get [E[pUq|](so) = TT, and therefore we can apply the one-point rule by
instantiating n to 1.

Finally, let us examine the EX operator. Given the statement [EX ] (s) 3 ¢, first the

EX-rule is applied:

Hgl,...,gn EE'Htl,...,tn es- [[R(S,tl)/\(pﬂ(tl) 261

A N R(s, ) A (En) A (Ve G) 24
[EX¢l(s) 2 L
Then we need to eliminate the existential quantifiers by applying the one-point rule, but

EX

first we establish the following proposition.

Proposition 3 Let ¢ be a XECTL formula, s a state of a XKripke structure M, and R(s, ¢) its

transition relation, and let img : S — £ be a function: img(¢) £ [R(s,t) A ¢](¢). Then,

Ay, b, € LTy, oty €5 [R(s,t1) Ap](tr) D 4
Ao AR ) A @) (1) A (Vyzien 6) D4
< Viegimg(t) 3¢
From this proposition, it follows that to apply the one-point rule, we simply need to find a
subset T = {t,...,t,} of S, such that \/img(7T") 3 ¢, where img(T) = {f(¢t) | t € T}, and
let ¢, = img(¢;). A trivial solution is to let 7" equal S; however, such a solution is not practical
due to the large size of S.
Instead, let us take a closer look atimg(S) = {¢1,...,¢,}. The size of this set, |img(.5)|, is

bounded above by the size of the lattice, which in most applications is reasonably small. Thus,
we can construct the set 7" of size |img(.S)| by letting ¢; € S be such thatimg(t;) = ¢;. Namely,

we let ¢; be an element of img~!(¢,).
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Notice that unlike the previous cases, we no longer use the model-checker as a black-box.
In order to apply the one-point rule for £X we require the model-checker either to produce
the set 7", or to provide enough information for us to compute it efficiently. Moreover, the set
T C S, together with the original state s constitutes a witness for [EX ¢](s) O ¢; therefore,

essentially we require that the model-checker is able to produce a witness for £.X.

We show that this requirement can be met efficiently in the case of a symbolic model-
checker implemented using Multi-Valued Decision Diagrams (MDDs), such as XChek [CDG02].
In the framework of symbolic model-checking, the function img is represented by an MDD
ujmg- and img(5) is just the set of all terminal nodes reachable from the root node ujmg. To
improve efficiency we store the terminal nodes reachable from each node. This can be done at
the expense of || bits per node. In this case, we can find img(.S) in constant time. Finding
t € img~!(¢) for some ¢ € img(S) can be done in time linear in the height of the diagram by

traversing the diagram toward the terminal node /.

The algorithm for the application of the one-point rule is given in Figure 5.4(d). The algo-
rithm makes use of the function exWitness(y, s) that computes the witness for [EX ¢](s) =
modelCheck(E X p, s). The witness is returned as a set of pairs (¢;, ¢;), such that img(¢;) = ¢;,
and \/,;,, {i = modelCheck(E Xy, s).

We conclude this section with an example for the £.X operator. Assume we want to prove
that [E X ¢](so) 3 TT in the XKripke structure in Figure 5.1. First we apply the £X-rule and
obtain:

.. b, € LTy, ...ty €S- [R(so,t1) Aq](t1) D 44
A N [R(so,tn) Aq](tn) 2 €y A (\/lgign ¢G3TT
[EXq](so) TT

EX

Next, we compute img(S) = {TF,FT}, and representatives from its inverse: s, € img~*(FT),

and s; € img~!(TF). Finally, we apply the one point rule, and obtain:

IR(s0,50) A qll(so) D FT A[R(so,s1) Aq](s1) ITEAFTUTFEITT
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(@)

[R(s, ) Al() 26 -+ [R(s,1,) Ag](t,) 2 4 || 62¢

1<i<n .
— one-point rule

Ay, b, € LTty by €S- [R(s, 1) Ap(t1) DA+ A

[R(s,tn) A @] (tn) 3 ln A Ulgz‘gn t; 3¢

EX
[EXp](s) 3 ¢
(b)
[R(s, t) Apl(#) 6 - [R(s,1,) Ag](t,) 3 b
[EXp](s) 3 ¢
(©)
[R(s, 1) Al (t1) 2 & N [R(s, ) A](8) 2 €n
R(s,t)) R(s, )

[EX¢l(s) 2 £

(d)

R(s,t)) R(s,t)

r'n

Figure 5.5: From proofs to witnesses.

5.4 Witness Generation

In this section we explore the connection between proofs for XECTL and witnesses for model-
checking. We show that a witness can be extracted from a proof of [¢](s) 2 ¢, where ¢ € L
is such that [¢](s) = ¢. We also suggest a presentation for the proofs, centered around the

structure of the witness.
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Before considering witness extraction for general XECTL formulas, we examine the case
of the £X operator only. Recall from Section 5.3 that application of a one-point rule to EX is
essentially equivalent to computing a witness for it. The general form of the proof of validity
of [EXp](s) 3 ¢ is shown in Figure 5.5(a). This proof corresponds to a witness for £X,
namely, a tree rooted at s, with children ¢4, ..., t,,, where an edge from s to ¢; is labeled by the
value of R(s, ;). This correspondence between the proof and the witness suggests a simple

procedure for extracting the witness from the proof:

e remove all nodes from the proof tree except for the root node, and nodes that are result

of the application of the one-point rule (see Figure 5.5(b)).

o replace horizontal bars by directed edges, and label each edge incoming into a node

[R(s,t;) A ¢](t;) by the value of R(s, t;) (see Figure 5.5(c)).

o relabel the top node as s, and each node of the form [R(s,t;) A ¢](t;) by t; (see Fig-
ure 5.5(d)).

After applying the above procedure to the proof tree of £X we obtain the witness for £.X.

In general, the proof tree for a statement [p](s) 3 ¢ can be partitioned into the proof
nodes that are a direct result of the application of the one-point rule to £X, and the rest.
The application of the £X one-point rule directly corresponds to a step in a XKripke structure,
whereas the rest of the nodes can be seen as the “glue” that binds all of the steps into a complete
witness. The witness can be extracted from the proof tree by the same procedure used in the
E X case. Given a proof tree, remove all of the nodes except for the root node, and the ones
resulted from the application of the X one-point rule, and then convert the remaining nodes
into states.

As shown by the algorithm presented above, extracting witnesses from proofs amounts to
hiding certain proof steps. Thus, proofs and witnesses are just two extremes in the presentation
of the reasons behind the result of the model-checker to the user. The trade-off here is between

size and ease of use. Proofs exhibit all of the reasoning steps explicitly, and therefore, make



CHAPTER 5. WITNESSES AND COUNTER-EXAMPLES 64

Initial state.
p=TT

/ e \

EF EG (r)

TT TT

EF EG (r) = TT
E[TTUEG (r) ] =TT
E[TT U2 EG(r)] =TT

(EG (r) \/ (TT/\ EXE[TT U1 EG(r)])) =TT
4

(TT I\ EXE[TTL‘Il EG (r)]) =TT
v A

\w’ EXE [TT U1 EG (r)] =TT
Of Interest: / Of Interest
=F

p=FF PFF
s q=TF
9 r=TF

V\\
N
E[TT U1 EG (r)] ™ E[TT U1 EG (r)]
) E[TT U1 EG (r)] = TF
E[TT U1 EG(r)] =FT N
\
E[TT U0 EG ()] E[TT U0 EG (r)] :TFI

Figure 5.6: Snapshot of KegVis.

it easy for the user to follow each step. However, this excessive verbosity makes a proof
much larger than a corresponding witness. On the other hand, witnesses only contains the
axioms used by the model-checker, and therefore, require an intimate knowledge of the model-
checking algorithm to be understood.

To leverage the advantages of both presentations we have developed and interactive witness
browser tool — KegVis. Internally, the tool uses the proof view of the witness, while providing
the witness view to the user. The user can than navigate the witness as usual, or expand various
proof steps to get a better understanding of the witness. Alternatively, the information available
in the proof can be used to navigate to different “points of interest”.

A snapshot of KegVis, showing the proof for P = EFEGr J TT on the XKripke structure
from Figure 5.1, is shown in Figure 5.6. Initially, the user is presented with the witness view of
the proof, indicated by double-line nodes and arrows in the graph. Each state of the XKripke

structure is represented by its evaluation of the atomic propositions, and for conciseness only
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the propositions that change from one state to the next are shown. For example, the root state
IS so which evaluates r to FF, its left successor is the state s,, and since the value of » does not
change between s, and s it is not shown.

Additionally, each state node is labeled with the XCTL formula whose proof depends on
that state. The scissors symbol next to a graph node indicates that a subgraph from this node is
hidden. Thus, the root node is required to prove EF EGr, and its left and right successors are
required to prove E[T U, EGr], etc.

The user of the tool can navigate the witness, or explore different proof parts by expanding
them. For example, in the current snapshot the user has decided to fully expand the proof
attached to the root node. The information gathered from the proof can be used to gain better
understanding of the witness, and to support navigation through the witness. For example,
examining the proof attached to the root node we see that our original formula is simplified to
E[T Uy EGr], which means that each path in the witness must be no longer than three states
long. For a more comprehensive description of different browsing strategies made possible by

KegVis the reader is referred to [GCO02].

5.5 Optimality, Minimality, and Finding the “Best” Witness

In previous sections we have shown that the proofs for XECTL formulas can be efficiently
generated automatically, and that there is a one-to-one correspondence between proofs and
witnesses. However, the downside of the technique presented so far, is that it treats all proofs
(and witnesses) as equal. In practice, there is usually more than one witnesses for a given
XECTL formula, with some being preferable to others.

For example, if the witness is generated as a refutation for the negation of the formula (i.e.
it is a counter-example), then it is reasonable to assume that a smaller witness is preferred to
a larger one. On the other hand, if the witness is generated as part of model-exploration, such

as the case in query-checking [GDCO02], a larger witness that explores an “interesting” part of
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[Pl(s0) 2TT  [al(so) 2FT  TTUFTITT
[pVal(so) ITT

V-rule

Figure 5.7: A proof of [p V ¢](so).

the model is preferred to a smaller one. For example, we may prefer a witness that visits a
designated state s, over a witness that does not.

Notice that the preference for a witness can be either global or local. A global preference
refers to a complete witness, and the local preference specifies what is preferred at each deci-
sion point during the proof generation. For example, preferring a smaller witness over a larger
one is a global preference. Its local counterpart is requiring that for each operator the part
of the witness corresponding to it is the smallest possible one. Essentially, a local preference
specifies a greedy optimization technique to be used during proof generation.

In this section, we show how the framework developed so far can be extended to allow one
to explicitly specify local preferences. Intuitively, this can be achieved by strengthening the
proof rules by embedding the preference in them. For the rest of the section, we assume that a
locally smaller witness is preferred.

In general, a witness is a subtree of the computational tree of a XKripke structure. Thus,
there are two dimensions along which it can be minimized: (a) the length of each path which
is bounded above by the height of the witness, and (b) the breadth factor of each state on the
witness. Unfortunately, even in the classical case, computing locally shortest witness for a fair
EG operator was shown to be NP-hard [CGMZ95], thus we only concentrate on the EX, EU
and non-temporal operators.

We begin by identifying the points in the proof where a local preference can be applied.
These points must correspond to a place in the proof where it can branch along different paths.
Thus, for XECTL these are identified by a disjunction in the formula. In what follows, we
consider two cases separately: the Vv operator itself, and its occurrence as part of the £.X

operator.
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[r1(s) 2 TF [r](s3) 3 FT
[E[T Uy r]](s1) I TF :
EX
[r[(s1) 2 TF [EXE[T Uy r]](s1) 2 TF
V-rule

[rv EXE[T Uyr]](s1) I TF . :
[E[T Uy r])(s1) 3 TF Z [E[T Uy r]](s2) 2 FT
[E[T Uz 7]](s0) I TT

EX

EU

[E[TUT|(so) ITT

Figure 5.8: Partial proof of [E[T U r|](so).

Consider the proof of P = [pV ¢](so) 2 TT for xKripke structure in Figure 5.1, shown in
Figure 5.7. Clearly, since [p](so) = TT it is sufficient to justify P; however, our current VV-rule
requires us to exhibit that [¢](s) 2 FT as well. We solve this problem by strengthening the

V-rule as follows:
Elgl . [[QO]](S) Q f1 /\61 Q 12

[ovl(s) 2 £

This ensures that our proof does not contain any unnecessary branches.

V-rule

Next, consider the proof for [E[T U r]](s¢) =2 TT on the XKripke structure in Figure 5.1,
a partial version of which is illustrated in Figure 5.8. The problematic leaf is the one labeled
with

[rv EXE[TUyr]](s1) 2 TF

Since both [r](s;) = TFand [EXE[T U, r]](s) = TF, the proof generator makes a non-
deterministic choice between what formula to expand. Thus, it potentially decides to expand
the EU formula, leading to a longer witness. This particular problem is solved by introducing
an addition heuristic, telling the proof generator to always resolve non-deterministic choice by
picking the smallest formula.

However, in general, it is not possible to predict the size of the witness based solely on the
form of the formula. A choice of a good heuristic typically depends on the additional domain

and model knowledge. We leave the exploration and evaluation of various heuristics possible
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in this case for future work.

Finally, we consider the EX operator. Clearly, the height of the witness to [EX ¢](s) 3 ¢
is 1. Moreover, the length of every branch of this witness is exactly 1. The breadth of the
node s is determined by the value to which we instantiate » in the application of the £X one-
point rule. Recall, that in Section 5.3, we have shown that » is bounded above by |img(.5)],
where img(z) = [R(s,x) A ¢](z); however, we can do better. For example, let us assume
that img(S) = {TT,TF,FT}, then vimg(S) = TT. Following the algorithm presented in
Section 5.3, the witness is obtained by picking ¢, t5, t3 € S, suchthatimg(t;) = TT, img(t2) =
TF, and img(t3) = FT. However, clearly the path s, ¢, is sufficient since img(4) = TT =
\/img(S). In general, the witness is given by A C S, such that \/img(A) = \/img(S), and

therefore, to minimize the breadth factor of the witness we must minimize | A].

Definition 14 Let B be a subset of a lattice £, and A C B. Then, A is join-irredundant in B

if and only if
e \/A=\/B,and

e VCCA-\VC#\B

Thus, we can minimize | A| as follows: let K’ = {k, ..., k,, } be the minimal join-irredundant

subset of img(S), then A = {ay, ..., a,,}, where a; € img~"(k;).

5.6 Counter-Examples for xYACTL

In this section we extend the proof system to handle counter-examples for XACTL. The fol-

lowing proposition identifies the connection between XACTL and XECTL.

Proposition 4 Let ¢ be a XACTL formula. Then, there exists a XECTL formula ), such that
[=¢l(s) = [¥](s)
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[EX=p](s0) 3 € Ax [E[TU-¢]](s) 2 ¢ G
[AX¢](s0) E £ [AGo](s) T4
[EX=yp](s) D¢ A [E[TU=¢][(s) 2 ¢ AG
[-AX¢](s) T € [-AGe](s) I ¢

[EG—) V E[~pU—-p A =]](s) 3 ¢
[AlpUd]](s0) C ¢

[EG—YV El=pU—p A =2]](s) 2 £
[~ A[pU]](s0) 2 ¢

-AU

Figure 5.9: Proof rules for XACTL.

From Proposition 4 it follows that to prove [¢](s) C ¢ for a XACTL formula ¢, it is
sufficient to prove [[¢)](s) 3 ¢ for axECTL formula « corresponding to ¢. The proof rules for
XACTL based on this observation are shown in Figure 5.9.

Notice, that the rules for AX, EU, and AG operators introduce negation in front of their
operands. Thus, it is necessary to introduce additional rules to handle negated versions of AX,
EX,and EU.

The XACTL proof rules introduced here reduce proofs about XACTL to proofs about
XECTL. Therefore, automated proof generation, as well as counter-example extraction from

the proofs is exactly the same as in the case of XECTL.

5.7 Extension to Fair xECTL

In this section, we show the final extension of the proof system to fair version of XECTL.
Recall that the fair version of XECTL is obtained by defining a fair £G operator, and
redefining the E£X and EU operator through it. The proof rules for £ X, and E-U, shown in

Figure 5.10, simply expand their definitions in terms of unfair version of the operators, and a
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[EX(p A (EcGT # 1))](s) 3¢ FoX [EleUp A(EcGT # L)]](s) 2 ¢ Bl
[EcX](s) 3 ¢ [EcleUd]](s) 3 ¢

[(p A (Fro-o F)(EXE[pUp As}])) V (¢ A EXEcG(p A{s}))](s) 3¢

[EcGyl(s) 3 ¢ fe@

Figure 5.10: Proof rules for fair XECTL.

fair £G.

To obtain the proof rule for E-G we need an equivalent of Theorem 17 from Section 5.2.
Using the same intuition, we decompose [E-G¢](s) into E-G restricted to all fair s to s paths,
and fair paths without further occurrence of s. The result is summarized in Theorem 19, that is

state here without proof.

Theorem 19 Let p be a XFECTL formula, s be a state of a XKripke structure, C' = {c, ..., cx}

be a set of fairness conditions, and F; be defined as in Section 4.3. Then,
[EcGel(s) = [(p A (Fro--- o F)(EXElpUp A{s}]) V (¢ A EXEcG(p A {s}))](s)

Finally, the proof rule obtained from Theorem 19 is given in Figure 5.10. The extension of

the proof system to counter-examples for fair XACTL is trivial, and is omitted here.

5.8 Discussion and Future Work

In this chapter we have presented a technique for witness and counter-example generation for
multi-valued model-checking. Unlike the mulit-valued model-checking algorithm, this tech-
nique is not a direct extension of a classical algorithm. Instead, it is based on the combination
of the tableaux-based local model-checking algorithm [SS98] with the counter-example gener-
ation algorithm of Clarke et al. [CGMZ95, CLJV02]. In fact, the automated proof-generation
of Section 5.3 can be seen as simulating a run of a local model-checker, where the information

collected from the run of a global model-checker is used to guide the construction of the proof.
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However, unlike Stevens et al. [SS98], we restrict our attention to XCTL, and use the insights
provided by the counter-example generation algorithm of Clarke et al. [CGMZ95, CLJV02] to
derive a specialized EG-rule.

The automated proof-generation algorithm presented in Section 5.3 makes use of a model-
checker as a decision procedure. Alternatively, the same information can be extracted from the
support sets of Tan and Cleaveland [TCO02], or deductive proofs of Namjoshi [Nam01]. This
makes it possible to use the technique presented here for interactive unrolling of deductive
proofs (and support sets) into witnesses and counter-examples.

In this chapter we have concentrated on the technical issues surrounding counter-example
and witness generation for multi-valued model-checking. We have only briefly discussed the
potential of introducing an ordering on witnesses and identifying the best or most interesting
witness. One interesting future direction for our work is to explore the interaction between
the heuristics for picking the best witness and property patterns [DAC98]. Property patterns
simplify users interaction with the model-checker by allowing the user to specify a property
of interest without requiring an intimate knowledge of a temporal logic. Another advantage of
property patterns is their close correspondence to user intentions. As such, it may be possible
to construct heuristics to automatically produce a witness that the user considers to be most

interesting, based on a particular property pattern used.



Chapter 6

Design of xChek

6.1 High-level Overview

XChek [CDGO02] is a multi-valued symbolic decision diagram based model-checker. It is a gen-
eralization of an existing symbolic model-checking algorithm to XCTL. Both the multi-valued
model-checking with fairness, described in Chapter 4, and the counter-example generator, de-
scribed in Chapter 5, have been implemented as part of XChek. In this section we describe the

design and current implementation of XChek.

Verification usingXChek proceeds similarly to verification using a classical model-checker.
Given a XCTL formula ¢, and a multi-valued model M, XChek computes the result of [¢] on

the initial state of A/. The internal structure of XChek is given in Figure 6.1.

The model-checking of a property ¢ on a model M proceeds in several phases. First,
the model is compiled into an mv-set based representation by a model compiler. The result
of this phase is the symbol table describing the atomic propositions and lattice elements, an
mv-set representation of the transition relation, and an mv-set encoding the initial state of M,
respectively. Then, the symbol table along with the property  are passed to the XCTL parser
that builds a parse tree for . Once the parsing phase has been completed, the XChek engine

applies the model-checking algorithm to the parse tree of the property, resulting in an mv-set

72
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Figure 6.1: The internal structure of XChek.

representation of [¢]. Finally, the evaluator restricts the result to the initial state, and returns
the lattice element ¢ = [](so).

The design of XChek is highly modularized to allow for easy extension and integration with
other tools. For example, we have extended XChek to temporal logic queries (TLQ) [GDCO02]
by adding an implementation for a TLQ parser. Currently, we are in the process of integrating
XChek with the SAL framework [BGL"00] developed by SRI.

In the rest of this chapter we describe the design and the implementation of the XChek

engine and the model compiler, as well as the data types used by them.

6.2 XxChek Engine

The XChek engine implements the model-checking algorithm, illustrated in Figure 6.2. The
entry point to the algorithm is the function checkXCTL that takes a parse tree of the formula p,
and computes an mv-set representation of [[p]. checkXCTL uses the mv-set representation of the
transition relation R, and the parse tree for the formula obtained from the model compiler, and
XCTL parser, respectively. Note that the transition relation R is used in the backwardImage

computation. checkXCTL also makes use of two helper functions checkEG, and checkEU that
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1
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10:
11:
12:
13:
14:

15:
16:
17
18:
19:
20:
21.
22:
23
24.
25:
26:
27

Global MvSet R

: function checkXCTL(XCTL p) : MvSet

case p € A: return projection(p)
case p = —p: return ptwiseApply(—, checkXCTL(y))
case p = ¢ A . return ptwiseApply(A, checkXCTL(y), checkXCTL(v)))
case p = ¢ V 1. return ptwiseApply(V, checkXCTL(y), checkXCTL(¢)))
case p = EX: return backwardImg(checkXCTL(yp))
case p = E[p U] return checkEU(checkXCTL((p), checkXCTL(¢)))
case p = EG : return checkEG(checkXCTL(p))
end function

function checkEU(MvSet ¢, MvSet 1) : MvSet
result, = constant(Ll)
do
result; . := ptwiseApply(V, 1, ptwiseApply(A, ¢, backwardImg(result;, R)))
while result; # result;
return result;
end function

function checkEG(MvSet ¢) : MvSet
resulty = constant(T)
do
result; | := ptwiseApply(A, ¢, backwardImg(result;, R))
while result; # result;
return result;
end function

Figure 6.2: The model-checking algorithm.

carry out the fix-point computations of the corresponding XCTL operators, as defined in Sec-

tion 2.6.

The model-checking algorithm implemented by XChek engine relies heavily on an mv-set

library. The implementation details of the mv-set library are described below.

In what follows, the type Oper represents binary or unary logic operator, and XCTL repre-

sents a parse tree for a XCTL expression. Var represents an atomic proposition (a variable),

where we adopt the following conventions: (a) for every variable v in the source state there

is a corresponding variable v’ in the destination state, and (b) there exists a variable ordering,

such that each variable has a unique index in it. For the purposes of this presentation, we do not
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distinguish between a variable name and its index in the variable ordering. Type Val represents
logic values, with a special value null used to denote a “don’t care” value. Vector is a vector
of elements of type Val, such that for any Vector §and any atomic proposition v, both 5[]
and s[v'] are defined. Finally, MvSet is a type representing an mv-set, i.e., a mapping between
vectors and their values.

The mv-set library provides two interfaces: MvSetFactory to create new mv-sets, and
MvSet to manipulate existing mv-sets.

Functions provided by the MvSetFactory interface are summarized below.

e Function constant(Val /) returns an mv-set S where membership of each element is ¢:

Vi - S(Z) = (. For example, constant(TF) returns an mv-set where V' - S(x) = TF.

e Function projection(Var v) creates an mv-set S where membership of each element is

determined by the value of variable v.

e Function point(Vector #, Val /) returns an mv-set S in which Z has membership ¢,
and all other elements have membership L: Vi/-if S(¢) = & then ¢ else L. For example,
point((TT,TFTF), FT), returns an mv-set where (TT,TF,TF) has value TF, while the

remaining 4% — 1 vectors have value FF.
Next, we summarize the functions provided by the MvSet interface.

e Function ptwiseApply (Oper op, MvSet S) returns an mv-set T s.t. V2 T(Z) = op S(Z).
Membership of each element in the mv-set returned by ptwiseApply (Oper op, MvSet

S, MvSet T) is determined by a pairwise application of op to each element of S and T.

e Function cofactor(MvSet S, Vector &) returns an mv-set T in which an element i
has membership S(y) if it matches & and L otherwise: Vi - if ¥ = & then T(y) =

S(y) else T(y) = L.

e Function backwardImg (MvSet S, MvRelation R) returns an mv-set corresponding to

R (S) in Definition 8.
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Boolean-terminal | Multi-terminal

Boolean branching factor BDD-vector ADD

Multi-valued branching factor || MBTDD-vector MDD

Table 6.1: Choices of decision diagram packages for implementing mv-sets..

The implementation of the mv-set library is built on top of several decision diagram pack-
ages. The choices we face with these is whether each node has two successors (boolean) or
many successors (multi-valued), and whether the mv-set membership function is represented
by a single multi-valued functions or by a collection of boolean functions. The first choice is
referred to as the branching factor, and the second — deciding on the number of terminal nodes:
boolean-terminal or multi-terminal. These choices are summarized in Table 6.1. The entries
of the tables are the names of decision diagram packages supporting this implementation. For
example, MDDs are multi-valued multi-terminal decision diagrams. When boolean-terminal
diagrams are used, the mv-set membership function must be encoded by a collection of dia-
grams. We refer to this collection as a decision diagram vector. For example, BDD-vector
refers to a representation where a collection of binary decision diagrams is used to encode
a single mv-set membership function. The reader is referred to [CGD*02] for an empirical

evaluation of the different choices.

All four varieties of decision diagrams listed in Table 6.1 have been proposed in the liter-
ature: MDDs were first described by Srinivasan et al [SKMB90]. They included MBTDDs as
a special case, but these are discussed in more detail by Sasao and Butler [SB96]. ADDs were
proposed by Bahar et al [BFG*93] (these are also known under the name MTBDDs [FMY97]),
and BDDs were introduced by Akers [Ake78] and later by Bryant [Bry86], who suggested the
added properties of reducedness and orderedness to guarantee canonicity. Technology for the
diagrams with a branching factor of 2, i.e., ADDs and BDDs, is very mature and is supported

by standard libraries such as CUDD [Som01].

The current implementation of XChek includes two distinct mv-set libraries. One, that
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supports all of the choices described above, and is based on a custom Java-based decision
diagram package developed at the University of Toronto. In addition, XChek also includes an
mv-set library implemented on top of the state-of-the art BDD and ADD implementations that

are part of the CUDD [Som01] package.

6.3 Model Compiler

Unlike most model-checkers, XChek does not specify its own modeling language. Instead,
it defines an abstract model compiler module that is responsible for transforming a model in
a given modeling language into a form suitable for model-checking. This allows for greater
flexibility: to add support for a new modeling language one simply needs to implement an
appropriate model compiler for it.

Each model compiler must satisfy the following requirements: (a) it must be a Java bean [Mic97],
(b) it must implement the compiler interface described below. The fact that each model com-
piler must be a Java bean allows adding new compilers to XChek at runtime.

A lifetime of a typical model compiler proceeds as follows. First, the user identifies the
compiler by providing the name of the Java class implementing it. This class is then initialized
and the Java Bean API is used to extract its properties. The user can then examine and modify
the properties through a property editor dialog. Finally, the model-compiler is initialized with
the new set of properties, executed, and the compiler interface is used to obtain information
from it.

The compiler interface provides the following methods:

e Function compile () compiles the model and returns an MvSet representation of the

transition relation.

e Function getInitStates () — returns an MvSet representation of the initial states of

the model.
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e Function getSymbolTable () — returns the symbol table describing the atomic propo-
sitions occurring in the model. The symbol table is represented by the standard Java Map
class, mapping names of atomic propositions to their type. It is used to validate a XCTL

formula during parsing, and is not described here any further.

The only mechanism available to a model compiler to communicate with the user is by ad-
vertising its properties through the BeanInfo interface. For example, a compiler that requires
a name of the file containing the model advertises a fileName property. The model compiler
is also responsible for picking the decision diagrams used to implement an mv-set. This can be
done either by applying certain heuristics to find the type of decision diagrams best suited for
the model, or by simply advertising an mvset property and letting the user make this decision.
Since Java Bean Framework allows each bean to provide its own property editor, the compiler
has full control over the interface used to elicit the values of the properties from the user.

It is also possible to chain compilers together to allow for various model transformations
prior to model-checking. For example, NUSMV [CCGR99] provides a “forward search” op-
tion that given an initial state and a transition relation generates a bisimilar transition relation
in which only reachable states have outgoing transitions. This transformation is known to sig-
nificantly reduce model-checking time for some problems [McM93]. This can be achieved
with XChek by defining a ForwardSearchCompiler that takes an arbitrary model compiler as
an argument and applies the forward search algorithm on the transition relation generated by
it. Other kind of model compositions can be accomplished by a similar technique. For exam-
ple, it is possible to define a ParallelCompositionCompiler that performs synchronous or
asynchronous composition of finitely many models, each compiled by an appropriate compiler.

The current implementation of XChek provides the following model compilers: XMLModelCompiler,
SMVModelCompiler, and TwoWayMergeCompiler. The XMLModelCompiler is used to com-
pile a XKripke structure specified as a directed graph in Graph eXchange Language (GXL) [HWSO00].
This is the simplest method for providing a model to XChek, however, it is best suited for fairly

small models, or for models generated automatically by other tools. The SMVCompiler is used
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to compile models specified in the input language of NUSMYV [CCGR99]. It is primarily used
for comparisons between XChek and NUSMV. Finally, the TwoWayMergeCompiler imple-
ments a multi-valued merge of two models that is useful for discovering feature interactions;
the actual algorithm is fully described in [CDEGO02].

Another interesting use of the model compiler framework is to use it to specify parametric
models. For example, consider a model Lift of a simple elevator controller. This model can be
easily specified abstractly, where the number of floors served by an elevator is specified by an
external parameter. However, most modeling languages used by current model-checkers, such
as the input language of NUSMV do not have enough expressive power to express this. Alter-
natively, it is possible to write a program that given the number of floors generates the actual
concrete model in the input language of the model-checker that is than verified. The model
compiler framework provides a much more elegant solution. In the case of the elevator con-
troller, the model is represented by a model compiler Lift that contains a single user-controlled
property numberOfFloors. When this compiler is initialized it elicits from the user the value
of the number0fFloors parameter, generates the MvSet representation of the transition rela-
tion of the elevator controller servicing the specified number of floors, and passes it directly
to the XChek engine. The actual parametrized model can be either specified as a template in
some modeling language, or can be coded directly in Java. As such, this approach allows to

use the full power of the Java programming language for model generation.

6.4 Discussion and Related Work

In this chapter we have presented the design and the implementation of symbolic multi-valued
model-checker XChek. The model checking algorithm used by XChek is based on symbolic
fixpoint evaluation of monotone functions over mv-sets. An alternative approach to multi-
valued model-checking was pioneered by Bruns and Godefroid [BG99], and later extended

by Konikowska and Penczek [KP02]. The idea behind this approach is to reduce a multi-
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valued model-checking problem to several classical problems. However, to our knowledge,
currently no tool support for this approach is available. At the same time, XChek provides an
implementation that is very similar to the approach taken by Bruns and Godefroid. Namely,
when the BDD-vector data structure is used to represent mv-sets, the algorithm used by XChek
is equivalent to solving several classical model-checking problems in parallel.

The current implementation of XChek is applicable only to moderately sized problems. The
major bottleneck is in our implementation of the decision diagram library used to support the
MvSet data type. The current version of the decision diagram library is mostly a prototype and
is lacking a lot of optimizations present in the state of the art decision diagrams libraries such
as CUDD [SomO01]. In the future, we plan to continue developing XChek to make it applicable

to realistically sized problems.



Chapter 7

Conclusions and Future Wor k

7.1  Summary

This work addresses various aspects surrounding usability of multi-valued model-checking.
We have significantly improved the previously known worst-case complexity bounds for multi-
valued model-checking by showing that it is independent of the height of the lattice. The
new complexity bounds are comparable to those of classical model-checking algorithms which

serves as an indication of potential scalability of the multi-valued model-checking algorithm.

The multi-valued counterpart of fairness developed here is the first step in applying multi-
valued model-checking to asynchronous concurrent systems. We have also developed a proof
system for XCTL and shown how it can be used to express multi-valued witnesses and counter-
examples. This is particularly important from the usability perspective since it provides a

mechanism to express the reasons behind the result produced by the model-checker.

Finally, we have described the design and the implementation of a symbolic multi-valued
model-checker XChek that was used to implement and validate our ideas. We belief that this

work is the first step toward making multi-valued model-checking usable in practice.

81
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7.2 Future Work

The work presented in this thesis as well as our experience with XChek show that multi-valued
model-checking is in fact feasible. However, the technology is still far from being applicable
to real-life systems. In the future, we plan to continue to refine and evaluate our approach.
The key issue to usability of multi-valued model-checking is identifying the types of prob-
lems best suitable for multi-valued modeling and analysis. One promising direction, pioneered
by Bruns and Godefroid [BG99], is to look at a multi-valued model as an abstraction over a
collection of classical models. This allows one to related the result of model-checking a prop-
erty » on a multi-valued model to classical models. For example, if A is a multi-valued model
that is refined by A, then if © evaluates to T on A it is guaranteed to evaluate to T on A’. The
notion of refinement can also be used to approximate model compositions. For example, if A
and B are two models, then C'is their possible composition if and only if C refines both A and
B. However, Bruns and Godefroid consider the idea of refinement only in the case when the
logic is 3. In the future we plan to explore the consequences of extending this definition to the

larger class of quasi-boolean logics.
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