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In the Banking World ...

‘Can we build quality into softwa,re?\

/"Update & Display Accounts
(Functional Requirements)
in an Accurate, Secure, fast, user-friendly manner
(Quality Requirements — Non-Functional Requirements)




In the Banking World ...
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CLIENT 3rd-PARTY
Confidentiality

‘Can we build quality into software?‘

Software Development:Art  —s Engi neer i ng

Software Crafting e

—— Ambiguous
Requirements _|_ |ncomplete

L Inconsistent

_ Inconsistent
L Untraceable
L Unjustifiable
| Unevolvable

Product

Software Engineering

disciplines, models, methodologies, tools




Software Life-Cycle Includes

Requirements

Design

|

Implementation

Why Quality Requirements?

Quality is fitness for use — Juran

freedom from deficiency

Quality is free — Crosby

get the “right” requirements &

do it “right” the first time

Defects are costly — Boehm

$ product errors = 100 x $ requirements errors




Quality Product — How?

abstract NFRs
ambiguous incomplete conflicting

<‘DOO*'U

concrete Product

unambiguous complete consistent

Outline

e Motivation

e Framework

e Development Tool

e Three Small Applications

e Conclusions




NFR framework: Approach

Goal-oriented Information Sys.
Methodology Development
Decision Support Sys. DAIDA project
- dternatives * Requirements
- decisions Design
rationale [Lee, Potts] Implementation
Satisficing [Simon81] - mapping Functional Regs.
partial +/- contribution . early look at NFRs
Open-ended & interactive [Jarke, Mylopoulos, ...]

control by designer

NFR-framework for
Quality Software Development

treat NFRs as (potentially) conflicting/synergistic goals
& guide selection among design alternatives
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Goal-driven, Qualitative, Argumentative Process

Non-Functional Functional
Requirements Requirements
o O o o

Performance
User- Security

Friendliness

Accuracy

Designl Design
- ine Post al - del i very

|

Implementation Implementation,
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NFR framework ____Systematic Process

Timeliness Informativeness Security Risk-Managemer
[loan-info]  [loan-info] [loan-info] [borrowing]
D v AccuraCy/%\ O
[loan-infQ]
subslort i1abili
Confirmati +O ®ﬁ\gé\|ﬁ£)inrl1to]
piirmation |~ e Confidentialit
[loan-info] - 4y [loan-info] O
I Consultation
Confidentiality y .. [loan-info]

[3rd-party-loan-info]

(ViClaim
use synergy,
[ y ?Y| ct]

reduce” con

(ON

@)
Confirmatiorn™ - Confirmation
[loan-info,on-ling] RN - [loan-info,letter]

l Notify-on-line| ,Notify-by-letter |
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NFR framework ____ Systematic Process

Timeliness Informativeness Security Risk-Management
[loan-info]  [loan-info] [loan-info] [borrowing]
O O O O

it
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NFR framework ____ Systematic Process

Timeliness Informativeness Security Risk-Management

[loan-info]  [loan-info] [loan-info] [borrowing]
O O Accuracy O
[loan-info]
o e
Confidentialit
Method A [loan-info] O
TS
/}:,R'Category SystemBoundary  LifeCycle
PerformanceCostUserFriendliness Security '”tanlj\;)np:rationl\ll;;elopmntal

Int rity/

Completeness Confidentiality

nternal Consi stency
ernal Consisten

Method A

Accuracy Assurance Techniques

Confirmaﬁon/ \alidation
/ \

On-line Postal

VerJification

Confidentiality Assurance Techniques

AccessAuthor@n \ N \‘”“ﬂz lter
~\aec . auditing cryptiwal ueRemoval
n/’ \ essRuleValidation ertur bation
identification authentication xnanu;
passwor subsystem \

cardKey/ PIN \\compares gnature n>seAddition

biometrics requireAdditional ID
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NFR framework ____Systematic Process

Timeliness Informativeness

] Security Risk-Management
[loan-info]  [loan-info] [loan-info] [borrowing]
O O Accu_raCy/%\ O
[loan-infQ] o
subsort vailabili
Confirmation ? d | - ﬁgalﬁ?ilnt °)
- Confidentialit
[loarv-infol [loan-info] O
Consultation
Confidentiality [loan-info]
[3rd-party-loan-info] O
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NFR framework ____ Systematic Process
Timeliness Informativeness Security Risk-Management
[loan-info]  [loan-info] [loan-info] [borrowing]
O O Accu_raCy/%\ O
[loan-infQ] o
subsort vailabili
N b > st
QUArMaton | - .. Confidentialit
[loan-info] - - [loan-info] O
e Consultation
Confidentiality y ..o [loan-info]
[3rd-party-loan-info] 5
Technique T Confirmation Consultation bi i
NERGOA] biometrics
Accuracy + + +
Confidentiality + - +
UserFriendliness ++ - -
Response Time - -
Risk-Management + +

Correlation Rules
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NFR framework ____ Systematic Process

Timeliness Informativeness Security Risk-Management
[loan-info]  [loan-info] [loan-info] [borrowing]
D © Accul_’aCy/%\ O
[loan-infQ] )
subsjort ilabili
Confirmati + O ®ﬁ¥aaé\'ﬁ?i'ﬁ (o]
oniirmation | e H inli
[loan-info]  xa-" Cor[]rfa%r_llt:%lg o

¥iClaim
[use syner

Q

Confirmation
loan-info,on-line]

teduce’ confl i ct ]

Confidentiality

[3rd-party-loan-info] 7

Confirmation
[loan-info,letter]

............. Consultation
[loan-info]

Goal
Evaluation
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NFR framework ____Systematic Process

Timeliness Informativeness

[loan-info]
D

[loan-info]
@)

Confirmation
[loan-info]

-

YiClaim

(ON

use synergy,
Eeduceycon?% ct]

Security
[loan-info]

Accuracy
[loan-infQ]

Confidentiality
[3rd-party-loan-info]

Confirmation

Confirmation™ < . ,
[loan-info,on-ling] >~ [loan-info,letter]

l Noti fy-on-1ine |

,Notify-by-letter |

Risk-Managemer
[borrowing]

O

O subsport (%) Availabili
+oe _ o [loan-info]
"""" Confidentialit

[loan-info] O

- Consultation
[loan-info]

it
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Prototype NFR Assistant

‘ systematic approach =— assist development process‘

Functionality: Goal Structure, Methods, Correlation Rules, Labels

Interface: Main Control, Graph Browser, Correlation Table, Text-editor

Main Control ¥indow BN telos. ai s )| Conceptiase lool B
ut (File>] [- CERRNSSSMN ConceptBase Tool Bar initializing...
MAPPING] - a.al. Brovse Textually
Model: System
Browse Graphically
(AppIicable Wethods ) (Fefe ) rotels | T
sditing
Proposition to Refine: .ACCURACYExpenseReportst
(Tefinement Type v) method: IneshaustiveSubelasshccCOl, Displaying
Graph Browser Graph Browser Srovsing
Graph Browser ¥iore... Graph Browser Marz...

Ecase Node
e — Ay
- OGO EperseRaport sl Show Avtriby _
° ° Show Instances
Show Classes
Show Subclasses

Show Stpexclasses =
Telos Editor
ExhaustivesubclassAceGIN

Graph Browser

Display Instances .
v

lation: NFR X SG -> iCondition X Orientationi
QUIT
SAVE
SGNNFR Accuracy Security Cost User Fri
confirmation <1, sub>, <€2, —sub> <c8, —sub> <TRUE, —sub> i~
verification <l sub>, <c2, sub> <c, —sub> <cB, —sub> <TRUE, —sub>
mutual identification <ca, sub> <TRUE, sub> <c10, —sub> <TRUE, —sub>
disguise <5, sub>, <CB, =sup> <TRLE, sub> <1, =sub>
cas ual modification <TRUE, —sub> <c12, —sub>, <c13, sub> <TRUE, sub>
display device upgrade <c7, —sub> <c14, —sub> <TRUE, sub>
[amD] I
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SW Eng. needs \ / We offer
/

\

intentions

coherent  process
problem solving

explainable Goals

partial +/—
relationships

Links rational design
satisficing

generic rules

@)
reusable knowledge T+ Methods
(design techniques)
@)

reusable knowledge hall , _
(design tradeoffs) = Correlation|  generic rules

decision impact X Evaluation TMS/DSS

design alternatives
decisions
rationales

NFR framework




Three Small Applications

1. Heal t h | nsur ance

2. Credit Card

3. Gover nnent Adm ni stration

1. Health Insurance System

Severe
Complaints
Old | New
System > System
Maj or |
Investlgatlon Commissioner’s
Recommendation gyolution
Method
subsort (implicit) system boundary, compartments
criticality control point, discretionary
for accuracy consistency-check, verify, better medium
for confidentiality password, encryption (1 external)

supporting documents on-site reviews, questionnaires
for why satisfactory

Correlation

synergy vV
Vv Vv

conflict




1. Health Insurance System

Confidentiality [Treatment] . Q&Euracy[CIaim]

O
External Confidentialit . .
Inter reaf|dent [ Treat nent] Y Accuracy[ Rej ect edCl ai nj
ExternalConfldmnahtyAt Cj/ Compartmentalization Criticality
[Treatment, M crorecordsUnit] QAccuracy[ Rej ectedd ai m

DistrictOffice] riticality InformaICIalm

Accuracy [ Lar geRej ect edd ai m

External ConfidentialityAt [ Tr eat nEntT O,/l Critical]
C

VitalFew :...; [high risk branch] Critical]

External ConfidentialityAt [ Tr eat ment
DistrictOffice;critical] Criticality

Accuracy [ Lar eRej ect edCl aim
ver y itical
Verlflcatlor%
Reducel ntermediateAgent

"""""" Co sstencycheckl ng BetterMedium
\erifiedBy p it InformalClaim
[ O ai nCar d, Ser vi ceBureau] i [less paper]

ConslistencyCheckedBy
\erifiedBy BetterMediumWith
[ ai nCard, O erk] [d ai nCard,
Magnet i cTape]

&Jbs

UserFriendliness O sub w
[ ai m nput Activity] O OperatingCost
[ Manpower ]

2. Credit Card System

Fraud
Old = New
System System
TechnoFWgy Competltlon Corltinuous
Evolution

Methods

subsort, criticality (implicit) +/

for accuracy reduce-trans-time, allow-direct-access
for confidentiality access authorization (7), bulletin board
supporting documents reviews & statistics, market survey (7)

for synergy justififcation

Correlation

synerqy NEVEVA

conflict implicit
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3. Government Administration System

New
Fraud NFFS
Oold
System / ‘ = S?/I:tv(\e/m
New.
Functionality Evolution
Methods subsort (implicit) \/, access group
criticality implicit
for accuracy consistency checking
for confidentiality password
supporting documents ministry-standards
for potential conflict
Correlation synergy implicit

conflict implicit

Some Observations

e Need to capture key concepts

+— met by framework components

e Framework helps reduce faults

(ambiguities, omissions, conflicts, redundancies)

e Goal structure helps justify, trace, evolve

e Tool offers methods for vocabulary & subject matter;

Partial automation reduces errors.
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Quality Product — t hr ough NFR franmewor k

abstract NFRs
ambiguous incomplete conflicting

F ded
design knowledge r open-ende
reusable o) semi-automatic
C inter-active
e

<

concrete Product
unambiguous complete consistent
justifiable, traceable, evolvable
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In the Banking World ...

‘Can we build quality into software?‘

NOW A systematic approach to dealing with
Quality Requirements (Non-Functional Requirements — NFRs)
during software development
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Status

Initial Research

e NFR framework

e Application to Accuracy and Security Requirements

e Tool Support, via NFR Assistant

e Small Application to 3 Real Information Systems
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Other Applications

e Performance Engineering
e Organizational Modelling
e Project Risk Management

e Requirements Engineering




Future Directions

Improvements to NFR Assistant

e Performance
e User-friendliness

o Extensibility
Extensions to NFR Framework

e Formal Semantics
o Quantitative + Qualitative Reasoning
e Control Structure

Applications

e Life-size Information Systems
e Other Industrial Systems
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