R E V E R S E E N G I N E E R I N G B Y V I S U A L I Z I N G A N D Q U E R Y I N G A. MENDELZONComputer Systems Research Institute, University of Toronto, Toronto M5S 1A1,CanadaJ. SAMETINGERCD Laboratory for Software Engineering, Institut f�r Wirtschaftsinformatik, Universityof Linz, Altenbergerstr. 69, A-4040 Linz, Austria*)

CR Categories and Subject Descriptors: D1.5 [Software]: ProgrammingTechniques�Object-oriented Programming; D2.8 [Software Engineering]:Metrics�Complexity Measures; D2.10 [Software Engineering]: Design�Representation.General Terms: Software Maintenance, Reverse Engineering, Visualization.Additional Key Words and Phrases: Metrics, Constraints, Design Patterns,Object-oriented Programming.Please send correspondence and proofs for correction toJohannes SametingerCD Laboratory for Software Engineering, Institut f�r Wirtschaftsinformatik, Universityof Linz, Altenbergerstr. 69, A-4040 Linz, AustriaE-Mail: sametinger@swe.uni-linz.ac.atTel.: ++43/732/2468/9435Fax: ++43/732/2468/9430

*)This work has been done during a research visit at the Computer Systems Research Institute of theUniversity of Toronto.

R E V E R S E E N G I N E E R I N G B Y V I S U A L I Z I N G A N D Q U E R Y I N G S u m m a r y The automatic extraction of high-level structural information from code is impor-tant both for software maintenance and reuse. Instead of using special purposetools, we explore the use of a general purpose data visualization system called Hy+for querying and visualizing information about object-oriented software systems.Hy+ supports visualization and visual query of arbitrary graph-like databases. Westore information about software systems in a database and use the general purposetool Hy+ for analyzing the source code and visualizing various relationships. Inthis paper we demonstrate the use of Hy+ for evaluating software metrics, ve-rifying constraints, and identifying design patterns. Software metrics can be usedto find components with low reusability or components that are hard to understand.Checking the source code against constraints can help bring design flaws to light,eliminate sources of errors, and guarantee consistent style. Identifying design pat-terns in a software system can reveal design decisions and help in understandingthe code. We conclude that the flexibility achieved by using a general purpose sy-stem like Hy+ give this approach advantages over special purpose reverse-enginee-ring tools, although specialized tools will have better performance and more know-ledge of specific software engineering tasks. Combining the advantages of the twoapproaches is an interesting challenge.

- 1 -Program comprehension plays a major role in software maintenance. The increasedreuse of software components facilitated and supported by object-oriented programmingmakes program comprehension even more important, as existing software must be un-derstood both during development and maintenance.Very often the only information a programmer can trust is the source code. It is the onlyaccurate, complete and up-to-date representation of a program. However, source codelistings are hardly suited to represent design decisions, global system structure, or in-teractions among components. The extraction of high-level structural information fromcode, called reverse engineering (Chikofsky et al., 1990), is important both for soft-ware maintenance and reuse.Analyzing the source code can help to find components with certain properties, to findpossible bottlenecks and weak points of a system, to identify components and their re-lationships, and to better duplicate the chain of reasoning of the original authors.Software metrics can be used to find components with low reusability or componentsthat are hard to understand. Checking the source code against various constraints canhelp to bring design flaws to light, to eliminate sources of errors, and to guarantee con-sistent style. Identifying design patterns in a software system can reveal important factsabout the design.A large amount of information together with complex relationships among various ob-jects characterizes most of today’s software systems. Tool support is indispensable forsuccessful analysis. Instead of developing several tools for the various activities men-tioned above, we have used a general purpose tool for visualizing and querying soft-ware structure. Besides saving the effort of developing separate tools, this has the ad-vantage that a general purpose tool can easily be extended for future applications. Wechose the Hy+ and Graphlog system (Mendelzon, 1993) because of its power and highflexibility. In this paper we demonstrate the power of visualizing and querying in thereverse engineering domain by applying the Hy+ visualization system and Graphlog vi-sual query language to the specification of metrics, constraints and design patterns. InSection 2 we introduce Hy+ and Graphlog. In Section 3 we discuss software metrics,in Section 4 constraints, and in Section 5 design patterns. We conclude in Section 6.1 . H Y + A N D G R A P H L O G The Hy+ system is a generic tool for visualizing objects and relationships among them.Hy+ supports a novel visual query language called GraphLog.Hy+ provides a user interface with extensive support for visualizing structural (or rela-tional) data as hygraphs (Consens et al., 1994), an extension of graphs inspired byHarel’s higraphs (Harel, 1988). For simplicity, in this paper we only use standard di-rected graphs, a subset of the hygraph formalism.

- 2 -The Hy+ system supports visualization of the actual database instances, not just dia-grammatic representations of the database schema. The use of a query language is es-sential in making this approach scale up to large database instances. This is accomplis-hed in two ways.The first one is the ability to define new relationships by using queries. This is the tra-ditional way of using database queries: the newly defined relationship either gives adirect answer to a user question, or it provides a new view on the existing data. Thederived data can later be presented visually by the system. In this way, users canabstract irrelevant details or aggregate information into visualizations of manageablesize.The second capability is a way of using queries to decide what data to show. The usercan selectively restrict or filter (Consens et al., 1994) the information to be displayed.Selective data visualization can be used to locate relevant data, to restrict visualization tointeresting portions of the data (that is, deciding what data to present) and to control thelevel of detail at which the data is presented (that is, to choose how to see the data).To specify queries, Hy+ supports a visual pattern-based notation. The patterns are ex-pressions of the GraphLog query language. We give a short introduction to GraphLoghere; a full definition can be found in (Consens, 1989 and Consens et al., 1990). In theremainder of the paper, we will introduce the basic functionality of GraphLog throughexamples. These examples demonstrate the application of GraphLog to compute soft-ware metrics, verify constraints, and find design patterns in a database describing thestructure of an object-oriented software system.Hy+ databases are graphs whose nodes are labeled with ground terms and whose edgesare labeled with predicates. Database instances of the object-oriented or relational modelcan easily be visualized as graphs. For example, an edge labeled p(

X) from a node labe-led T_1 to a node (containing a node) labeled T_2 corresponds to tuple (T_1, T_2,p(

X)) of relation p in the relational model. No key is associated with the relation p.For example, suppose we have a database containing all classes and methods of somesoftware system we want to explore. This database can be viewed by Hy+ as a graph inwhich the nodes represent software objects such as classes and methods and the edgesrepresent relationships. A node is labeled by a Prolog-like term, in which functors areused for typing purposes. For example, a method node might be labeled by a two-placefunctor method(Name, Class) giving the name of the method and the name of the classin which it appears. Methods with the same name appearing in different classes will berepresented by different nodes. Edges are labeled by predicates of the form p(F1, ...,FN), where the Fi’s are terms. The meaning of a predicate p(F1, ..., FN) between anode labeled F and a node labeled G is the literal p(F, G, F1, ..., FN). The frequentcase where relationships are binary and have no extra attributes is represented by labe-ling the edge with just the predicate name p. For example, each link in the inheritancehierarchy is represented by an edge labeled superclass between two classes.Additionally, a method edge exists to connect classes and their methods. Chapter 6

- 3 -describes in more detail the contents of the database and how it is automatically con-structed from the system’s source code. Hy+ provides different ways of visualizingsuch a graph and manipulating the visualizations; more information on this functionalitycan be found in (Consens et al., 1994). Figure 1 shows a small portion of such a data-base.GraphLog queries are sets of graphs whose nodes are labeled by terms, and each edgeis labeled by an edge label. Node labels can be more general than those in databasegraphs, because they can include variables; edge labels may not only include variables,but also regular expressions. An edge in a query graph may match a path in the databasegraph, where the labels along the path are constrained by the regular expression.

- 4 -

- 5 -2 . M E T R I C S Measures about the size and complexity of software systems are helpful for estimatingcosts and schedules, improving software quality, and anticipating and reducing futuremaintenance requirements (Chidamber et al., 1991). Software metrics are desired bysoftware managers for project planning and evaluation, and can be used to enforcequality-assurance.In the reverse engineering process extracting measures from an existing software sy-stem can help in finding candidates for¥components with low reusabilityClasses with a large number of methods are more likely to be application specificand thus less reusable than others. If this is not the case they might be candidatesfor a redesign.¥components that require extensive testingErrors in leaf classes are more local than in classes with many children (subclasses).The greater the number of code lines is in a method, the greater is the probability ofan error in that method.¥components that are hard to understandEncapsulation is important for hiding details and prohibiting unallowed access to thedetails of certain components. Inter-object coupling should be kept to a minimum.Understanding and testing of highly coupled classes tends to be more difficult.Metrics oriented towards object-oriented systems can also aid in evaluating the degreeof object-orientation. This becomes important considering the need for many conven-tional programmers to switch to object-oriented thinking.Environments for the evaluation of metrics do exist. For example, ATHENA allowseasy implementation of design and code metrics with a specially designed specificationlanguage (Tsalidis et al., 1992). We did not try to support the measure of well-knownmetrics like McCabe or Halstead. Their benefit in object-oriented systems is less impor-tant than in conventional ones, because the complexity of these systems shifts fromstatements and functions to components and their interactions.With Graphlog’s ability to specify arithmetic expressions in queries it is a ratherstraight-forward process to evaluate various metrics. We will demonstrate on a simpleexample how easy it is to extract measures from (both object-oriented and conventional)software systems.In object-oriented systems dynamic binding complicates the comprehension process,because sending a message can cause the invocation of many methods. Suppose wewant to know all those methods (and their corresponding classes) of which a call canresult in more than, let’s say, 20 different method calls; i.e., we want to know whethera certain method is overridden in more than 20 subclasses, because tracing the control

- 6 -flow in that case is understandably difficult. Let us see how we could find such me-thods using Hy+ and Graphlog.To find methods that are overridden in more than 20 subclasses, suppose first that ourdatabase contains an edge labeled ovCount, that connects each method M to a node la-beled with the number of methods that override M. Then all we need to do is filter outfrom the graph those methods connected by an ovCount edge to an integer greater than20. Fig. 5 shows a filter query that does this.Recall a filter query is interpreted as a graph pattern; for each instance of the patternfound in the database, the distinguished (bold) objects are retained and displayed as partof the answer. In this example, the pattern requires methods M that are overridden by anumber NR of methods, where NR>20; the distinguished object is just the ovCountedge. The answer, shown in Fig. 6, will be a set of edges connecting all methods ofinterest to the count of methods that override them.

- 8 -use of transitive closure in the regular expression subclass+. The transitive closure isdrawn dashed to indicate that it may match a path of arbitrary length in the database, notjust an edge. For the resulting nodes the subclass relationship is shown in the answer(indicated by the distinguished subclass relation to C2). And again we restrict the queryto a certain subclass hierarchy (class CompositeVObject) in order to get an answer thatis not too complex to be clearly shown in this paper. The answer is in Fig. 10.

- 9 -

- 10 -These metrics are targeted at the source code only. It is often argued that monitoringmetrics after coding is far too late in a software project. It is possible with Hy+ to shiftthe focus to other software artifacts, e.g., requirement specification. However, it hasnot been our goal to provide a general software metrics tool with Hy+, but rather to useits flexibility for program comprehension and reverse engineering purposes.We have used Hy+ to extract measures from a large C++ class library in order to easilyfind out things listed above. The library (application framework) ET++ (Weinand et al.,1989) has been made by rather experienced programmers. Therefore, it was not ourgoal to detect flaws but rather to support the comprehension process by visualizing thesystem structure and to give prominence to classes and methods with certain characte-ristics. On the other hand, querying student projects helped in locating sources of trou-ble, which were then discussed in order to improve the design and/or eliminate existingflaws.3 . C O N S T R A I N T S With most programming languages we are not able to express many important con-straints about our software systems. Such constraints contain design, implementationand stylistic conventions and are necessary to improve software quality like reliability,maintainability, and readability. Automatic detection of violations can help to ensureproject or company wide styles for programs, and to eliminate a variety of sources oftroubles. In the software maintenance and also the reverse engineering process this isimportant as well (Chowdhury et al., 1993).There are different ways to detect constraint violations. Assertions or annotations areavailable for various languages like Ada, Eiffel, and C++. CCEL, the C++ ConstraintExpression Language, is a very powerful language, that allows users to specify andautomatically detect violations of C++ constraints (Meyers et al., 1993).The following constraints are taken from (Chowdhury et al., 1993), (Meyers, 1992)and (Meyers et al., 1993), where they are explained in more detail. We will list someexamples for design, implementation, and stylistic constraints.DESIGN CONSTRAINTSDesign constraints are not specific to a certain programming language. They can, ho-wever, be specific to certain libraries and/or applications. Typical examples are:¥Subclasses must not redefine inherited non-virtual method.¥A method in a certain class must be overridden in all subclasses of that class.¥A class should not have any public data members (encapsulation).¥Structures in C++ should not be used like classes, i.e., they should have only pu-blic members, no methods and should not have a base class.

- 11 -IMPLEMENTATION CONSTRAINTSImplementation constraints are design-independent. Violations against them can lead toincorrect program behavior. Thus, it makes sense to have a closer look at locationswhere implementation constraints are violated. Typical examples are:¥An assignment operator and a copy constructor must be defined for classes that de-clare a pointer member.¥Every base class should declare a virtual destructor.¥Every class with a constructor should declare a destructor and vice-versa.¥If there exist multiple public inheritance paths from a derived class to one of its baseclasses, then all these paths should be declared virtual.STYLISTIC CONSTRAINTSSome set of naming conventions are adopted in almost all software projects. They areintended to increase the readability of software systems. Typical examples are:¥Class and method names must begin with an upper case letter.¥Constants and global variables must begin with the lower case letters ’c’ and ’g’,respectively.¥Public, protected and private members of a class must be specified in this order.¥Variable (or any other) names may not contain any underscore characters ("_"), ortwo consecutive underscore characters ("__").The power of Hy+ and Graphlog depends on the database being queried. Basically, weare able to check against all constraints that can, for example, be specified with CCEL.However, we have to admit, that for efficiency reasons we do not store as much infor-mation as would be necessary to compete with CCEL. But in contrast to CCEL we gra-phically define queries in order to find violations against various constraints. And addi-tionally, we do not need a special language and a separate, constraint specific tool. Weare currently working on investigating also the dynamic behaviour of object-orientedsoftware systems. Whereas CCEL is limited to check against static information we willbe able to process dynamic information as well.Finding stylistic constraints is rather trivial, because in Graphlog we can use regularexpressions. Fig. 13 shows how to simply find classes which start with a lower caseletter and therefore violate one of the stylistic constraints mentioned above.

- 12 -A more complex, but still simple example is how to find classes that redefine non-vir-tual methods (design constraint). For that purpose we need the relation overrides defi-ned in Fig. 12. In C++ it is sufficient (and necessary) that the first method in the inheri-tance path is declared as virtual. We define the relation overridesVirtual between a me-thod M3 and a method M2 if M3 overrides M2 and M2 overrides another method M1which is virtual (see Fig. 14). The attributes node contains information about a method;virtual(yes) indicates that the method has been defined as virtual.

- 16 -

- 17 -5 . D E F I N I N G T H E D A T A B A S E F O R R E V E R S E E N G I N E E R I N G P U R P O S E S Information about a software system can be obtained by doing syntax and semanticsanalysis and storing everything a compiler has to know about a system, i.e., structuralinformation (classes, methods) as well as detailed information about the definition andthe use of any identifiers. One possible way to get this information is to extend any toolthat has information about a software system, e.g., a compiler or a programming envi-ronment, in order to output the desired information in the desired format. We extendedthe programming environment DOgMA (Sametinger, 1992) to generate structural in-formation in the GXF format (Eigler, 1993), which can be read by Hy+. Hy+ storesboth databases and queries in the GXF format, see Fig. 20.

Hy+GXFVisualizing andQuerying ToolProgrammingEnvironmentC++source code

DOgMAFig. 20: Architectural overviewWe tried to keep the database very simple, reducing the amount of information where-ver possible, trying to find a good compromise between less information, that caneasily and efficiently be retrieved from software systems, and still useful queries, thatallow software engineers to support their comprehension process.For the queries described in this paper we used the following information in our data-base:¥classes:class name, line numbers, super classes¥methodsmethod name, class name, line numbers, virtual, scope¥variables:variable name, class name, line number, reference, scope, type¥filesfile name, number of linesThe number of metrics, constraints and design patterns that can be evaluated, checkedand identified, respectively, depends on the amount of information in the database.With the information shown above we cannot, for example, determine the metric lack ofcohesion in methods, see (Chidamber et al., 1991). Also, some constraints listed in

- 18 -(Meyers, 1992) require information about parameter types and single statements, e.g.,constraints on the assignment operator:¥do not return a reference to *this¥assign a value to all data members¥do not assign a value to self¥return type must be a reference to the classIt is not possible to check for these constraints without the necessary information. Withlittle effort, however, this and other information can be added to the database as well. Incontrast to metrics and constraints, more information in the database would not helpmuch in recognizing more design patterns. To achieve better results we need more rese-arch work being done on the design patterns themselves.6 . C O N C L U S I O N The importance of program comprehension, the necessity of getting familiar withunknown source code, and extracting information from low level data increases withthe object-oriented programming paradigm. The comprehension process could additio-nally benefit from extending the database and finding more valuable queries. Especially,taking dynamic behavior into consideration could bring new insights.Reverse engineering activities become necessary not only for maintenance but also fordevelopment purposes. With Hy+ and Graphlog we have a very flexible tool that can beused for those purposes. Special purpose tools�like ATHENA, CCEL and Rigi�arecustom tailored and can hardly be surpassed by general purpose tools in their applica-tion domains. However, the power of Hy+ and Graphlog lies in its universality, whichmakes it more easily applicable also for future formulations of questions. Additionally,the visualization and navigation features can help in mastering the complexity of large-scale software systems. In this papers we mainly focused on querying features, butHy+ also offers a lot of functionality for adjusting the visualization of results (e.g.,using fisheye views), applying filters, etc. (Consens et al., 1991) and (Mendelzon,1993). And, even if Hy+ and Graphlog are not applicable in certain domains for per-formance reasons (which might become true when the database becomes very exten-sive), they are excellent tools for evaluating needed functionality before special purposetools are being built.7 . R E F E R E N C E S Chikofsky E.J. and Cross II J.H. (1990). Reverse Engineering and Design Recovery:A Taxonomy, IEEE Software, Vol. 7, No. 1, pp. 13-17.Chidamber S.R. and Kemerer C.F. (1991). Towards a Metrics Suite for ObjectOriented Design, OOPSLA ’91 Proceedings, pp. 197-211.

- 19 -Chowdhury A. and Meyers S. (1993). Facilitating Software Maintenance by AnnotatedDetection of Constraint Violations, IEEE Conference on Software Maintenance,Montr�al, Canada, September 1993, and Brown University, Technical Report No. CS-93-37.Coad P. (1992). Object-Oriented Patterns, Communications of the ACM, Vol. 35, No.9, pp. 152-159.Consens M.P. (1989). Graphlog: "Real Life" Recursive Queries Using Graphs,Masters Thesis, Department of Computer Science, University of Toronto.Consens M.P. and Mendelzon, A.O. (1990). GraphLog: A Visual Formalism for RealLife Recursion, Proceedings of 9th ACM SIGACT-SIGMOD Symposium onPrinciples of Database Systems, pp. 404-416.Consens M., Mendelzon A. and Ryman A. (1991). Visualizing and Querying SoftwareStructures, IBM Canada Laboratory, Technical Report TR 74.053.Consens M.P., et al. (1994). Architecture and Applications of the Hy+ System, IBMSystems JournalEigler F.C. (1993). GXF: A Graph Exchange Format, contained in (Mendelzon,1993).Gamma E., et al. (1993). Design Patterns: Abstraction and reuse of object-oriented de-sign, European Conference on Object-Oriented Programming, Kaiserslautern,Germany.Harel, D. (1988). On Visual Formalisms, Communication of ACM, Vol. 31, No.˚5,pp. 514-530.Mendelzon A.O. (1993). Declarative Database Visualization: Recent Papers from theHy+/Graphlog Project, Computer Systems Research Institute, University of Toronto,Technical Report CSRI-285.Meyers S. (1992). Effective C++ 50 Specific Ways to Improve Your Programs andDesigns, Addison Wesley.Meyers S., et al. (1993). Constraining the Structure and Style of Object-OrientedPrograms, Brown University, Technical Report No. CS-93-12.M�ller H.A., et al. (1993). A Reverse-engineering Approach to Subsystem StructureIdentification, Software Maintenance: Research and Practice, Vol. 5, No. 4, pp. 181-204.Sametinger J. (1992). DOgMA: A Tool for the DOcumentation & MAintenance ofSoftware Systems, VWG�, Vienna.Tsalidis C., et al. (1992). ATHENA: A Software Measurement and MetricsEnvironment, Software Maintenance: Research and Practice, Vol. 4, No. 2, pp. 61-81.Weinand A., et al. (1989). Design and Implementation of ET++, a Seamless Object-Oriented Application Framework, Structured Programming, Vol. 10, No.2.