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Information about the internal 
state of a physical device can 
be gained by making various 
measurements, such as 
temperature, sound, power 
consumption, and radiation.
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Leakage

The adversary gains no useful 
information about key K through 
information obtained by side-
channel attacks. We refer to 
information obtained this way as 
“leakage”.

The hardware model

Public channel

Leakage Leakage

The model consists of two computers 
connected by a public channel (like the 
internet). The adversary is allowed to 
obtain leakage from both computers, 
which leak independently.

Our construction

Applications

Initialization

KEY-GEN → (pub, pri)
D = ENCpub(K)

Fully homomorphic public-key encryption scheme

KEY-GEN      ENC      DEC      EVAL
Tools:

Leakage-free re-randomizer

Key K

KEY-GEN → (pub’, pri’)
MAB = ENCpub’(pri)

EVAL(pub’, C, D, MAB) → 
[E = ENCpub’(K),

F = ENCpub’(C(K))]

pub’, MAB

pri D

Computer A Computer B
Circuit C

E, F

D’ = E’
MBA = F’

E’, F’

Z = DECpri’(MBA)
MBA

Output Z = C(K)
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Digital Signatures

Signing Algorithm
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Key Proxy

Signing Key SK

X

Signature of X

Signature of Y = ???

And More...
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