Gaussian Noise Mechanism




Sensitivity, again

The /5 sensitivity of f: X" — RK is

X~ X!\ 4
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Sensitivity of a workload of counting queries, again
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Gaussian noise mechanism

The Gaussian noise mechanism Mgauss (for a function : X" — ]Rk) outputs

Z Z are I\Ab[l"aadl/n‘)

MGauss(X) = f(X) + Z &%s‘(l‘“ﬁg
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where Z € R¥ is sampled from N (O, (Azpf) l) 5o fo e

N(u, X) is the Gaussian distribution on R¥ with expectation y € R¥ and covariance
matrix 2.

When ¥ = o2/, it has pdf
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Approximate Differential Privacy

Problem: Gaussian tails drop off too fast! Mgauss is not e-DP for any € < oco.
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It satisfies a re#_la'&)ed privacy definition.
Definition
A mechanism M is(s, 5}differentia//y private if, for any two neighbouring datasets
X, X', and any set of outputs S

P(M(X) € S) < &EP(M(X') € S) + &
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Privacy of the Gaussian noise mechanism

f:‘. _&,‘—-.
,—./\ N MGauss(X) =f(X)+2Z, Z~N (0, (Aaf)* /) ch(/cf)

p

=2 For any § > 0, Mgauss is (g,0)-DP for ¢ = \f+2\/2|n (1/9)).~ g’ [V‘)’)
Xyl P ok Y (X 5 el Pd{*{ of Heuss (K7)
Claim: enough to show that, for T = {z € R¥ : p(zz) > e}, P( G( )e T)<6é.

Uy ad wd e
§ ¢ [R\‘\ mf?ug( (Fl,VeoLQ Yoo VIA(LCA/\.) Z?é‘

NT
P( M LX) C_g) PU LK\ ¢ S\T) + P M, (x) e» ‘(%)wg
L S p(2) 42 +J\ 4“& ?(Z)J% J "P\ "
SAT

N e— ) T
& P Mganr (X168 4 [0

21



Privacy of the Gaussian noise mechanism
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Privacy of the Gaussian noise mechanism

T LV
1. For any v € RX, and Z ~ N(0, ¢?/), (Z,v) ~N(0,02||v]3).
2. Z ~ N(0,0?), then P(Z > t) < e~ t?/(20%)
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Accuracy of the Gaussian noise mechanism

Z ~ N(u,0?), then P(|Z —p|>t) < 2e—t*/(20%)
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