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Review



Data model

Data set: (multi-)set X of n data points X = {x1, . . . , xn}.

• each data point (or row) xi is the data of one person

• each data point comes from a universe X

We call two data sets X and X 0 neighbouring if

1. (variable n) we can get X 0 from X by adding or removing an element

2. (fixed n) we can get X 0 from X by replacing an element with another
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Di↵erential Privacy

Definition
A mechanism M is "-di↵erentially private if, for any two neighbouring datasets X ,X 0,

and any set of outputs S

P(M(X ) 2 S)  e"P(M(X 0) 2 S).
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Basic Properties



Composition motivation

It would be nice if we can:

• Post-process outputs of DP algorithms without losing privacy.

• Build complex DP algorithms from simple ones.

• Allow an analyst to adaptively choose queries to ask
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Composition theorem

Suppose

• M1(·) is "1-DP
• M2(·, y) is "2-DP for any y in the range of M1

Then M(·) given by M(X ) = M2(X ,M1(X )) is ("1 + "2)-DP.
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Proof of the composition theorem
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Group Privacy

What protection is o↵ered to small groups rather than individuals?

• E.g., what can an adversary find out about my immediate family?

Definition
Two data sets X ,X 0 are t-neighbours if they di↵er in the data of  t individuals.

For any "-DP mechanism M, any t-neighbours X ,X 0, and any set S of outputs

P(M(X ) 2 S)  et"P(M(X 0) 2 S).
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Proof of group privacy property
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