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Abstract

We ask whether an Identity Based Encryption (IBE) sys-
tem can be built from simpler public-key primitives. We
show that there is no black-box construction of IBE from
Trapdoor Permutations (TDP) or even from Chosen Ci-
phertext Secure Public Key Encryption (CCA-PKE). These
black-box separation results are based on an essential prop-
erty of IBE, namely that an IBE system is able to compress
exponentially many public-keys into a short public parame-
ters string.

1. Introduction

Identity-Based Encryption (IBE) is a public key system
where any string is a valid public key. For example, user
identities (e.g. names or email addresses) can be used as
public keys. IBE systems have numerous applications in
cryptography (see, e.g., [11, 4, 16, 37, 5, 30, 8, 2, 35]
to name a few). Although the concept was introduced in
1984 [34] it took many years until the first practical con-
structions appeared in 2001 [6, 15]. To date most construc-
tions of Identity Based Encryption are based on bilinear
pairings, with the exceptions being quadratic residue based
constructions [7, 15], and a lattice based construction [20].
However, none are built from generic cryptographic primi-
tives such as a trapdoor permutation (TDP) and chosen ci-
phertext secure public key encryption (CCA-PKE).

In this paper we ask whether a secure IBE can be built
from generic primitives using a black-box construction and
without any further assumptions. We ask for a modest goal
of constructing a semantically secure IBE system for en-
crypting a single bit message. Moreover, the IBE need only
be weakly secure: we only require security against an adver-
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sary who non-adaptively requests private keys for identities
of its choice before seeing the public parameters, and then
tries to break semantic security for some other identity. We
review the security model in more detail in the next section.
Clearly, if one cannot construct an IBE scheme secure in
this weak model, then one cannot construct a more power-
ful system that encrypts multiple bits and is secure under
adaptive and chosen-ciphertext attacks.

The primitives that we consider are trapdoor permuta-
tions and chosen ciphertext secure public key encryption.
Following the approach of Impagliazzo and Rudich [27] we
describe an adversary that given access to some oracle, rel-
ative to which the above primitives exists, breaks every IBE
with high probability.

Our results. We show that a Weakly Semantically Se-
cure IBE (WSS-IBE) cannot be constructed from a TDP, or
even a CCA-PKE using black-box constructions. More pre-
cisely, we use the methodology introduced by Impagliazzo
and Rudich [27] to prove the following black-box separa-
tion results (stated informally):

• There exists no black-box reduction that
from a given trapdoor permutation (g, π, ι)
constructs a semantically secure IBE(
G(g,π,ι), K(g,π,ι), E(g,π,ι), D(g,π,ι)

)
for one

bit messages.

• There exists no black-box reduction that from
a given multi-bit CCA-secure public key encryp-
tion (g, e, d) constructs a semantically secure IBE(
G(g,e,d), K(g,e,d), E(g,e,d), D(g,e,d)

)
for one bit

messages.

We refer to [32, 27, 23] for an excellent discussion of how to
interpret such black-box separation results. In the language
of [32], our results rule out fully black box constructions.
Black-box separation has previously been used to bound the
efficiency of constructing one primitive from another [28,
19, 18] as well as prove the infeasibility (efficient or not) of
reductions [27, 36, 22, 24, 23].



Our separation proof builds an oracleO relative to which
TDP and CCA-PKE exist. We then show that all candi-
date WSS-IBE systems (GO,KO, EO, DO) are insecure
against a polynomial time adversary A with access to O
and to a PSPACE oracle. The oracle O is very natural
and directly implies the existence of trapdoor permutations
and CCA-secure encryption. The difficult part of the proof
is constructing the adversary A that breaks any given can-
didate SS-IBE system relative to this oracle.

Our proof brings to light the essential property of IBE
systems: an IBE system creates an exponential number of
public keys (identities) and compresses all of them into a
short string called the public parameters. This ability to rep-
resent exponentially many public keys using a short string
is not possible with a generic PKE or TDP. This exponen-
tial compression is achieved in existing IBE constructions
using algebraic properties.

We briefly note that the results of Gertner et al. [22] can
be adapted to prove that semi-honest oblivious transfer (OT)
protocols cannot be black-box constructed from an WSS-
IBE (and even SS-IBE). Since TDPs imply OT, we obtain
the following picture:

CCA-PKE 6⇒⇐ SS-IBE 6⇒6⇐ OT

Relation to other black-box separation efforts. Gertner
et al. [23] recently made an important step toward a black-
box separation between CCA-PKE and SS-PKE. Suppose
the results of Gertner et al. will eventually be strength-
ened to a full black-box separation of CCA-PKE and SS-
PKE. Consider also the result of Canetti et al. [12] that
gives a black-box construction for CCA-PKE from any SS-
IBE. Putting together the construction of [12] with the (yet
unknown) separation of CCA-PKE and SS-PKE leads to
a black-box separation between SS-PKE and SS-IBE. Our
separation result, in comparison, is stronger since it sepa-
rates CCA-PKE from SS-IBE. Hence, we obtain a stronger
separation than what can be achieved by an eventual full
separation of CCA-PKE and SS-PKE.

The limits of black box separation results. Although
most constructions of encryption schemes in cryptography
are black box, there are several important constructions that
use the underlying primitive in a non-black-box manner. A
classic example is the transformation of any enhanced TDP
to a CCA-PKE [17, 29]. Similarly, it is important to keep in
mind that our seperation results do not rule out the existence
of a non-black box construction of IBE from TDP.

2. Our oracles

We prove our theorem in a relativized model where all
algorithms have access to three random oracles g, e, d that

roughly correspond to key generation, encryption, and de-
cryption oracles. We use O = (g, e, d) to refer to the triple
of oracles. For every λ ∈ N, the oracles g, e, d are sampled
uniformly at random from the set of all functions satisfying
the following conditions:

• g : {0, 1}λ → {0, 1}λ. We view g as taking a secret
key sk as input and outputting a public key.

• e : {0, 1}λ × {0, 1}λ → {0, 1}λ is a function that on
input pk ∈ {0, 1}λ and x ∈ {0, 1}λ outputs e(pk, x) ∈
{0, 1}λ. We require that for every pk ∈ {0, 1}λ the
function e(pk, ·) be a permutation of {0, 1}λ.

• d : {0, 1}λ × {0, 1}λ → {0, 1}λ is a function that on
input sk ∈ {0, 1}λ and y ∈ {0, 1}λ outputs an x ∈
{0, 1}λ that is the (unique) pre-image of y under the
permutation defined by the function e(g(sk), ·).

Partial oracles. Our attack algorithm will generate dur-
ing its computation trapdoor permutation oracles that are
defined only on a subset of the possible inputs. We call
such functions partial trapdoor permutation oracles. The
following definition describes when such a partial oracle is
extendable to a full oracle:

Definition 2.1. Let O′ = (g′, e′, d′) be a function which
is defined on part of the domain of trapdoor permutation
oracles. O′ is called a consistent partial oracle if it has all
the following properties:

(i) For every pk ∈ {0, 1}λ, e′(pk, ·) is 1-1; (ii) for ev-
ery sk ∈ {0, 1}λ, d′(sk, ·) is 1-1; (iii) for every sk such that
g′(sk) is defined let pk = g′(sk). We require that for ev-
ery x ∈ {0, 1}λ, e′(pk, x) = α is defined if and only if
d′(sk, α) = x is defined.

Building Trapdoor Permutations and CCA Secure PKE.
We begin by claiming that using the oracles above we can
build both trapdoor permutations and CCA-secure encryp-
tion.

Claim 2.2. There exists a trapdoor permutation scheme
such that for all oracle adversary’s A that make at most a
polynomial number of queries to the oracle O we have that
for sufficiently large λ the adversary’s success in breaking
the trapdoor permutation is negligible in λ, where λ is the
security parameter of the scheme.

Claim 2.3. There exists an encryption scheme such that for
all oracle adversary’s A that make at most a polynomial
number of queries to the oracle O we have that for suf-
ficiently large λ the adversary’s advantage in the chosen
ciphertext security game is negligible in λ, where λ is the
security parameter of the scheme.



The construction of trapdoor permutations follows di-
rectly from the definitions of the oracles. While it is pos-
sible to build CCA-secure encryption from trapdoor per-
mutations [17], current techniques do this in a non-black-
box manner and therefore are not applicable in this setting.
However, since we can employ the encryption function e as
a random oracle for a given pk, we can build a CCA-secure
encryption scheme using known techniques in the random
oracle model [3]1. Claims 2.2 and 2.3 remain true even ifO
includes a PSPACE complete oracle [19].

3. Identity Based Encryption in the Presence of
Oracles

Recall that an IBE system consists of four algo-
rithms [34, 6] (G,K,E,D) parameterized by a security pa-
rameter λ. In our case these algorithms have access to the
oracles g, e, d described in Section 2. We define three im-
portant parameters associated with this system:

• We let q = q(λ) be the maximum number of oracle
calls that these algorithms make in a single execution.

• We let ε ∈ (1/2, 1] be the IBE’s level of correctness,
that is, a ciphertext generated from the correct distri-
bution will be successfully decrypted with probability
≥ ε (as defined in (1)).

• We let n be the size of various IBE parameters, as de-
scribed below.

The functionality of each algorithm is as follows: algo-
rithm G(MSK) takes as input a master secret key MSK ∈
{0, 1}n; it outputs public parameters PP ∈ {0, 1}n. Al-
gorithm K(MSK, ID) is deterministic, and it takes as input
the master secret key MSK, and an identity ID ∈ {0, 1}n. It
outputs the private key SKID ∈ {0, 1}n for identity ID. The
encryption algorithm E(PP, ID, b, r) encrypts a bit b for a
given identity ID using public parameters PP and random-
ness r ∈ {0, 1}n; it outputs a ciphertext C ∈ {0, 1}n. The
decryption algorithm D(SKID, C) decrypts a ciphertext C
using the private key SKID and is deterministic. Note that
making the algorithm K deterministic does not restrict the
type of IBE constructions that our results cover since any
secure IBE with a randomized K can be converted into a
secure IBE with a deterministic K by applying a pseudo-
random function to the identity in order to obtain (pseudo)
random bits for K.

1Some care needs to be taken to deal with the fact that the oracle gives
a permutation and not a function.

An IBE system must satisfy the following correctness
property: for every ID ∈ {0, 1}n, b ∈ {0, 1}

Pr

 PP← G(MSK),
SKID ← K(MSK, ID),
C ← E(PP, ID, b)

; D(SKID, C) = b

 ≥ ε
(1)

where the probability is over MSK, and the implicit ran-
domness of the encryption algorithm.

One might notice that we treat the correctness parameter
ε of an IBE algorithm as a constant. We might also consider
IBE systems where the correctness parameter is a function
of the security parameter; in particular the correctness guar-
antees might degrade with λ. However, by using standard
amplification techniques we can transform any IBE system
with correctness parameter that is non-negligibly greater
than 1

2 into one that is correct with probability ε for ε < 1.

Normal Form. We restrict our attention (without loss of
generality) to IBEs that satisfy the following condition:
each oracle query of the form d(sk, ·) must be followed by
the query g(sk). We use this condition to avoid situations in
which the system uses a secret key without ever requesting
the public key.

Definition of Security. For security we use a weakened
version of the standard IBE semantic security defined in [6].
Weak semantic security is defined using a game in which the
attacker starts by choosing a polynomially long sequence of
identities for which it wishes to obtain private keys, along
with the challenge identity that it is going to try and break.
This is done even before the adversary is given the public
parameters. The adversary is then given the public parame-
ters, a sequence of private keys for the above identities (ex-
cept the challenge identity), and an encryption of a random
bit for the challenge identity using the public parameters.

More precisely, weak semantic IBE security is defined
using a game between a challenger and an adversary A in
which both parties are given a security parameter λ is input.
The game proceeds as follows:

Setup: The adversary submits a challenge identity
ID∗, and a sequence of identities ID1, . . . , IDl
where l = l(q) and l(·) is some polynomial.

Private Keys: The challenger chooses at random
MSK ∈ {0, 1}n. It then computes PP ←
G(MSK), and SKi ← K(1λ,MSK, IDi) for 1 ≤
i ≤ l. The tuple (PP,SK1, . . . ,SKl) is given to
the adversary.

Challenge: The challenger chooses at random r ∈
{0, 1}n, b ∈ {0, 1}. It then computes C∗ ←
E(PP, ID, b; r), and C∗ is given to the adversary.



Guess: The adversary outputs a guess b′ ∈ {0, 1}, and
wins if b′ = b.

We define the advantage of the adversaryA in attacking the
scheme E as

AdvE,A
def
=
∣∣∣∣Pr[b = b′]− 1

2

∣∣∣∣
The probability is over the random bits used by the chal-
lenger and the adversary.

4. Separating IBE from Trapdoor Permuta-
tions

In this section we describe an attack algorithm that
breaks every IBE in the trapdoor permutation model. Our
attack requires only a polynomial number of queries to the
oracles, and can be implemented in polynomial time if we
add a PSPACE complete oracle. We start with a high
level overview of the attack.

The algorithm G in an IBE takes a random private MSK
and outputs a public key PP. During its computationGmay
make use of its trapdoor permutation oracles, and use the
results of the queries to construct the final public key. In
our model any algorithm G that aims to be secure will have
to make “essential” use of its oracles. Otherwise, an adver-
sary could simply invert the function computed by G (using
the PSPACE oracle), thus obtaining a valid private key.
Looking ahead to our analysis, we show that G has to make
use of the trapdoor generation oracle g by generating several
public keys of trapdoor permutations, and embedding them
in the public parameters of the IBE. After the IBE public
parameters are fixed the algorithm K may include in each
individual private key of an identity one or more trapdoors
for the permutation public keys that were embedded in the
IBE public parameters. We argue that using the permutation
public keys that are embedded in the IBE public parameters
is the only way to encrypt securely. Thus, if the adversary
could collect all the important2 trapdoors for the embedded
public keys it would be able to decrypt any ciphertext.

It is precisely this task of discovering the important trap-
doors that is made possible due to the fact that the public pa-
rameters of an IBE encode an exponential number of public
keys, and at the same time contain only a polynomial num-
ber of embedded permutation public keys. Suppose that a
certain permutation, for which the public key is embedded
in the public parameters, is used in a significant way to en-
crypt a bit to some identity. Then, for the decryption to

2Some trapdoor public keys may be generated by G and embedded in
PP but never used (in a significant way) by the encryption algorithm. For
these public keys there may be no way of recovering the trapdoors with a
small number of queries. However, it is also unnecessary as the adversary
will never need these trapdoors to decrypt.

work the corresponding trapdoor must be embedded in that
identity’s private key.

Suppose there are q permutation public keys embedded
in the public parameters. Now consider a set T of (iden-
tity,secret key) pairs for which each identity’s secret key
has a trapdoor embedded in it such that the trapdoor is not
present in any other identity’s secret key in T . It follows
that T can contain at most q identities. Thus, for every set
of identities that is significantly bigger than q only a small
portion of the identities have private keys that reveal new
important trapdoors. This immediately yields the following
approach for an attack: let S be a sufficiently large set of
identities (say of size qc). We select a challenge identity at
random from S and ask to see the private keys for all the
other identities in S. With probability at least 1 − 1/qc−1

the private keys that we obtained contain all the important
trapdoors that are needed to decrypt ciphertexts that were
addressed to any identity in S, including the challenge iden-
tity.

While the above argument gives an intuitive sketch for
an attack algorithm, the actual algorithm and proof contain
several challenging subtleties. The most interesting chal-
lenges arise from the fact that the public parameters and
IBE private keys may be encoded in an arbitrary manner. In
particular, an attack algorithm that simply “looks” at an IBE
private key will not necessarily be able to tell which oracle
secret keys are embedded in it. We resolve this issue by
encrypting a random bit to that identity, and then decrypt-
ing the resulting ciphertext. We record all trapdoors that are
actually used in queries to the permutation inverse oracle
d during the computation of the encryption and decryption
algorithms.

The fact that we discover important trapdoors by observ-
ing a sample computation of the encryption and decryption
algorithms for each identity, rather than “reverse engineer-
ing” the private keys, leads to the main technical complica-
tion in our attack. Since we discover trapdoors only exper-
imentally, it is crucial that all the values that appear during
the decryption of the challenge ciphertext are distributed in
a manner as they would be if the correct private key and the
actual oracle were used for the decryption. Otherwise, if the
decryption process for the challenge identity looks signifi-
cantly different from the decryption for the other identities
then new trapdoors may be required to decrypt the challenge
ciphertext.

We are now ready to state our main theorem:

Theorem 4.1. Let 1/2 < δ < ε ≤ 1. Then, there exists a
constant c such that for every q ∈ N, and every IBE which
makes at most q queries to the oracle and has correctness
parameter ≥ ε, there exists an adversary A that makes at
most qc queries to the oracle and decrypts the challenge
ciphertext successfully with probability ≥ δ.



The theorem shows that we can break any IBE in the
trapdoor permutation model with probability which is as
close to the correctness guarantee ε as we wish. For nota-
tional simplicity we will occasionally refer to the algorithms
without using the O superscripts.

4.1. The Attack Algorithm

Let 1/2 < δ < ε ≤ 1, and q, n ∈ N. We now de-
scribe the attack algorithm A, which plays the Identity-
Based Encryption security game with a challenger C for a
given IBE system IBE = (G,K,E,D) which makes at
most q queries, has inputs of length n, and has correctness
guarantee ≥ ε. A wins with probability ≥ δ.

For here on we let e denote the basis of the natural log-
arithm. The adversary starts by choosing five constants
c1, c2, c3, c4, c5 such that c4 ≥ c1 + 2 and

2
qc3−c1−1

+
3

eqc2−c4
+

2
qc1−1

+
10

qc5−(c1+c2+c3+c4+2)
≤ ε− δ

2

4.1.1 Degenerate case

We note that it is okay to treat ε as a constant (see Sec-
tion 3). Furthermore, we can assume that q ≥ 2 and use
this to choose constants that will be guaranteed to satisfy
the conditions.

Our general adversary does not deal well with the fol-
lowing IBEs due to the small size of the probability spaces
in question, therefore, we break such IBEs separately.

If 2λ ≤ qc5 then the adversary proceeds as follows:

1. The adversary queries the oracles g, e, d on all 2λ in-
puts. After this step the adversary has completely
learned the oracle O. Thus, from this point on the ad-
versary will not make any additional oracle queries.

2. The adversary then chooses an arbitrary challenge
identity ID∗ = 0̄ and asks to obtain an encryption C∗
of a random bit to ID∗. The adversary is given PP and
C∗.

3. The adversary randomly chooses MSK′ such that
GO(MSK′) = PP, and computes SK∗ =
KO(MSK′, ID∗).

4. Finally, the adversary computes and outputs
DO(SK∗, C∗).

Clearly in the degenerate case the adversary successfully
decrypts the ciphertext with probability ε.

4.1.2 The general case

If 2λ > qc5 our adversary performs the following steps.

Initialization. The adversary starts by initializing a table
L, which will be used to store information that the adversary
learns about the oracle O. More precisely, L is a set of
tuples of the form (α, β) where α specifies an oracle from
{g, e, d} and the query to that oracle, and β is the reply that
was given to that query.

From this point on, every query that the adversary makes
to the oracle O, and the answer to that query are recorded
in L.

Setup. Let S ⊆ {0, 1}∗ be the set containing the binary en-
codings of the integers 1, . . . , qc1 . The adversary picks uni-
formly at random ID∗ ∈R S, submits ID∗ as the challenge
identity and requests to see private keys for all ID 6= ID∗,
ID ∈ S.

Challenge. The adversary is given a tuple
(PP,SK1, . . . ,SKID∗−1,SKID∗+1, . . . ,SKqc1 , C∗). From
now on the adversary will make use of the public pa-
rameters PP and the private keys SKi, but the challenge
ciphertext C∗ will only be used in the last stage of the
attack.

Step 1: Discovering important trapdoors. For each
ID 6= ID∗, ID ∈ S, the adversary chooses at random
r ∈R {0, 1}n, b ∈R {0, 1}. Then, the adversary computes
C ← EO(PP, ID, b; r) and DO(SKID, C). Notice that dur-
ing this step the adversary will add toL, among other things,
mappings of the form g(sk) = pk. Whenever such a map-
ping is added to L we can invert the permutation pk suc-
cessfully.

Step 2: Discovering frequent queries. The adversary
repeats the following qc2 times: chooses at random r ∈R

{0, 1}n, b ∈R {0, 1}, and computes EO(PP, ID∗, b; r).

Step 3: Discovering secret queries and decrypting the
challenge. The adversary chooses at random 1 ≤ k ≤ qc3

and repeats the following k times.

1. (Offline phase) The adversary chooses uniformly at
random a global secret key MSK′, and a partial oracle
O′ = (g′, e′, d′) that satisfy the following properties:
O′ \ L is of size3 at most qc4 ; L ⊆ O′, that is, O′
contains the partial information that the adversary has
learned about O; GO

′
(MSK′) = PP; For every ID 6=

ID∗, ID ∈ S it holds that KO
′
(MSK′, ID) = SKID;

and KO
′
(MSK′, ID∗) is defined4.

We also require that O′ is a consistent partial oracle
according to Definition 2.1. Note that if were to im-
plement our adversary as a PPT algorithm we would

3That is, the number of mappings that were invented by the adversary,
and did not appear in L, is at most qc4 .

4By defined we mean that when K is run on global secret key MSK′,
O′ is sufficient to answer all of K’s queries. Note that c4 is large enough
to allow O′ to contain all the offline values that are needed to satisfy this
condition.



use the PSPACE complete oracle to implement the
offline phase. In fact, this is the only place where the
PSPACE oracle is needed.

2. Using the partial oracle O′ the adversary computes
SK′∗ ← KO

′
(MSK′, ID∗).

3. (Online phase) The adversary chooses at random
r ∈R {0, 1}n, b ∈R {0, 1}, and computes C ←
EO(PP, ID∗, b; r). Notice that here we are using the
actual oracle O.

4. The adversary combines the partial oracle O′ and the
actual oracle O into a new oracle O′′. The precise de-
scription ofO′′ is given in the next paragraph. The ad-
versary then simulates DO

′′
(SK′∗, C). To decrypt the

challenge ciphertext the adversary replaces C with C∗
at the last repetition of this step. That is, at repetition
k the adversary simulates DO

′′
(SK′∗, C∗) and obtains

a bit b′.

Guess. The adversary outputs the bit b′ obtained in the last
repetition of the previous stage.

4.1.3 The oracle O′′

The oracle O′′ is constructed by the adversary to create a
single oracle which combines the offline generated values
of O′ with the actual oracle O. Note that we cannot avoid
using the oracle O in the decryption since it was used to
encrypt the challenge ciphertext.

To describe O′′ we need to treat specially a certain type
of permutation. We call a trapdoor permutation which is
generated byK for some ID, but not byG, an “internal trap-
door permutation”. Intuitively, the internal permutations are
not accessible to the encryptor and therefore we do not have
to use the actual oracle to answer queries about them. For-
mally,

Definition 4.2. Let O′ be a partial oracle, and MSK′ ∈
{0, 1}n. We define

1. U to be the set of pk such that g(sk) is asked during
GO

′
(MSK′) and received answer pk.

2. V be the set of pk such that g(sk) is asked during
KO

′
(MSK′, ID) for some ID ∈ S and received answer

pk.

3. Lg be the set of pk such that there exists a mapping of
the form5 [g(·) = pk] in L.

The set of internal trapdoor permutations is W = V \U .

5We write [g(·) = pk] ∈ L to denote that there exists an sk such that
[g(sk) = pk] ∈ L.

The oracle. The oracleO′′ works on a query α as follows:

1. If O′(α) is defined then reply with O′(α).

2. Else if α is a query of the form e(pk, ·) (or d(sk, ·))
where pk ∈W \Lg (or there exists pk ∈W \Lg such
that [g(sk) = pk] ∈ O′) then O′′ generates the answer
randomly and records it in O′. More precisely, if α is
of the form e′′(pk, x) where pk is an internal trapdoor
permutation, or of the form d′′(sk, α) where g′(sk) is
an internal trapdoor permutation, then O′′ emulates a
random permutation independent of the actual oracle
O. Namely, it responds randomly (and consistently),
ensuring that e′′(pk, ·) is a permutation and d′′(sk, ·)
is its inverse, where g′(sk) = pk. By consistently we
mean that any new generated value α (say e′′(pk, x) =
α) is recorded by adding the entries e′(pk, x) = α and
d′(sk, α) = x to O′.

3. Else do the following:

(a) If α is a query of the form d(sk, y) such that
there exists pk such that [g(sk) = pk] ∈ O′ and
there exists sk′ such that [g(sk′) = pk] ∈ L then
rewrite α as d(sk′, y). This is to ensure that if we
have a correct trapdoor for pk we use it, and not
some other incorrect trapdoor that we invented
during the offline phase.

(b) Get the answer from the actual oracle: β ←
O(α), and return β (recall that [O(α) = β] is
added to L).

This concludes the description of our adversary. The fol-
lowing lemma directly implies our theorem:

Lemma 4.3. When 2λ > qc5 our adversary correctly de-
crypts the challenge ciphertext with probability at least
ε−

(
2

qc3−c1−1 + 3
eqc2−c4

+ 2
qc1−1 + 10qc1+c2+c3+c4+2

2λ

)
.

Due to lack of space the proof of Lemma 4.3 appears
in the full version. In the following section we give an
overview of the technical difficulties that each of the ad-
versary’s steps deals with.

5. Proof Overview

In this section we give a high level overview of the proof
of Lemma 4.3, and highlight the main issues that cause the
complex description of our adversary. Below we describe
three main challengess that our adversary has to deal with
in order to successfully simulate the decryption of the chal-
lenge ciphertext. Each of the three steps of the adversary
deals with one of the problems described below.



Problem 1. The first and somewhat isolated issue is the
fact that the challenge ciphertext is computed using the ac-
tual oracle while the adversary simulates the decryption us-
ing a hybrid between the actual oracle and the small partial
oracle O′ which was “invented” offline.

Suppose that for some query α which is asked during
the computation of the challenge ciphertext we have that
both O′(α) is defined and O′(α) 6= O(α). Then, the sim-
ulated decryption algorithm may discover this fact, and it
will refuse to decrypt. This type of inconsistency occurs
with small probability due to step 2 “discovering frequent
queries” of the adversary. During this step the adversary
repeatedly encrypts a random bit to the challenge identity,
and records the oracle queries and answers that appear dur-
ing this computation. Since this is repeated many times the
adversary discovers the portions of the oracle that are fre-
quently accessed during such encryptions. The oracle O′
is then chosen in a manner that is consistent with all the
information that the adversary has learned about the actual
oracle, therefore O′ will be consistent with all the frequent
queries and answers that may appear during the computa-
tion of the challenge. O′ may contain entries which are not
consistent with the actual oracle. However, these queries
appear infrequently during encryptions, and so are unlikely
to appear during the computation of the challenge cipher-
text.

Problem 2. The second issue is that the adversary may
be unlucky in its of choice of the challenge identity ID∗.
For example, consider a degenerate IBE which securely en-
crypts messages to one fixed identity and sends the plaintext
for every other identity. If the adversary accidentally picks
that identity to be challenged on, it will not succeed in de-
crypting the challenge ciphertext. More generally, our ad-
versary may select an ID∗ for which there is a trapdoor that
is needed with high probability during decryption, and that
trapdoor appears only with low (or zero) probability when
encrypting and decrypting ciphertexts for the other identi-
ties. In this case, this crucial trapdoor will not be discov-
ered during step 1 (“discovering important trapdoors”), and
the adversary will fail to decrypt the challenge ciphertext.
adversary simulates the decryption

However, the adversary will choose an unlucky chal-
lenge identity with only a small probability. If we look at
the computation of an encryption and decryption of a ran-
dom bit for qc1 identities then at most q of these compu-
tations may reveal new trapdoors that are for trapdoor per-
mutations that are embedded in the public parameters and
that are not present in any other secret key. If an identity is
chosen at random then with probability 1 − q/qc1 its com-
putation will not contain any trapdoors which do not also
appear in the computations of the other identities.

Problem 3 (main technical difficulty). The final, and
most complex issue is the accuracy of the adversary’s sim-
ulation of the decryption of the challenge ciphertext. The
key technical difficulty is that when a new trapdoor is not
needed, the adversary still does not perfectly simulate de-
cryption. However, we will show that the adversary can do
a very good simulation, which is sufficient for our purpose.
The decryption of the challenge ciphertext is simulated us-
ing the hybrid oracle O′′ which is a combination of the par-
tial oracle O′ that was chosen offline, and the actual oracle
O. The reason that the adversary’s simulation is not per-
fect is that the partial oracle O′ is chosen to be consistent
with the adversary’s knowledge of the actual oracle before
it starts simulating the decryption. New points of the actual
oracle that are revealed during the simulation may reveal
that the oracleO′ was not chosen from the right distribution,
and cause the decryption algorithm to misbehave. This is a
very subtle point in the analysis, and deserves more discus-
sion. Consider all the oracle queries that are asked before
the adversary chooses its final partial oracle O′. Most of
these queries were asked by the adversary, and therefore ap-
pear in L. However, some of the queries were asked by the
challenger while it computed the private keys for identities
ID 6= ID∗ and the public parameters. Although the private
keys and the public parameters are given to the adversary,
the queries that were asked while computing them are not.
Thus, the adversary obtains some partial information (en-
coded in the public parameters and private keys) about the
queries that were asked.

Consider the following simplified scenario: suppose that
the public parameters PP contain the answer to one of two
queries. That is, PP contains either O(α) or O(α′), for
some α 6= α′, each with probability 1/2. Now, suppose
that in a given run of the experiment PP contains O(α) = β
but the adversary guesses that it contains O(α′), and sets
O′(α′) = β. This is fine as long as once O′ is fixed,
the query O(α) will not be asked. Otherwise, if O(α)
is asked then in the adversary’s simulated world we get
O(α) = O(α′) = β. This is an unlikely event that can
be used by D to abort decryption when run relative to O′′.
Moreover, the adversary will guess that query input wrongly
half the time.

To avoid the situation described above we have the rep-
etitions of step 3. Due to step 3, once the query O(α) is
asked, and the mapping O(α) = β is added to L, the adver-
sary is very unlikely to set O(α′) = β. The total number
of queries that are asked by the challenger and not seen by
the adversary (and embedded in some meaningful way) is at
most qc1+1 (q queries for each private key, and for the public
parameters), thus if we repeat step 3 sufficiently many times
before decrypting the challenge ciphertext we can be as-
sured that the above situation will not arise. Unfortunately,
we do not know when one of the hidden queries is discov-



ered. We solve this by repeating step 3 a random number
of times, and at the last repetition we decrypt the challenge
ciphertext. This can be thought of as repeating step 3 qc3
times, and plugging the challenge ciphertext at a random
repetition. There can be at most qc1+1 repetitions during
which we discover new hidden queries, and so the proba-
bility that we try to decrypt the challenge in one of these
repetitions is at most qc1+1/qc3 .

We have described three problems that may cause our ad-
versary to fail, and our way of dealing with each of the prob-
lems. This concludes the intuitive overview of our proof.
Formally, we describe four experiments where the first ex-
periment is the IBE security game played with our adver-
sary, and the last experiment does not involve an adversary,
and uses the correct oracle and private key to decrypt the
message. We show that the distributions on the transcripts
of the experiments are close to each other (in some sense),
and thus conclude that the adversary decrypts the challenge
ciphertext with probability which is close to the correctness
guarantee ε of the IBE.

6. Extensions and Open Directions

We discuss possible extensions to these Identity-Based
Encryption separation result. In addition, we look at new
directions in separating different primitives that belong in a
class of functionality that we call functional encryption.

6.1. Extending Our IBE Separation Results

A simple way to extend our results is to look for other
oracles that provide straightforward capabilities to realize
other schemes, but that still do not provide a compression
mechanism for public keys and therefore allow for an anal-
ogous separation argument. For example, one might try
to extend our results to separate IBE from doubly homo-
morphic encryption, a rather powerful (and yet unrealized)
primitive. This separation rules out black-box IBE con-
structions from number-theoretic encryption systems, such
as the Paillier [31] system.

We also remark that our separation results provide sep-
aration from an even weaker form of IBE, known as selec-
tively secure IBE [11]. In a selectively secure system an
attacker commits to the identity, ID∗, to attack before he
sees the system parameters. Our attacker A chooses his at-
tack identity independent of the IBE public parameters, so
it is straightforward to argue that such an attack would also
work in the selective-ID game.

6.2. Building Primitives from IBE

In this paper we focused on the (im)possibility of build-
ing IBE in a black-box manner from other primitives. How-

ever, it is also interesting to think about the opposite direc-
tion in terms of what primitives can be built from IBE. At
first glance, IBE might appear to be a very strong primitive.
For instance, Canetti, Halevi, and Katz [13] showed how to
build a CCA-secure cryptosystem from any IBE scheme.

At the same time, Identity-Based Encryption cannot be
used to build Oblivious Transfer in a black-box manner. It is
relatively straightforward to adapt the techniques of Gertner
et. al. [22] to build an oracle that yields an IBE scheme, but
for which no OT scheme exists. Their result follows from
the fact that any OT sender (using their oracles) can make a
list of the intersection of knowledge between the sender and
receiver. The main addition necessary for separation from
IBE is that the sender will need to include in the intersection
list the identity/public parameter pairs for which he knows
the master key, but the receiver has the private key.

6.3. Relationships Among Primitives in
Functional Encryption

Since the introduction of the first Identity-Based Encryp-
tion constructions, the cryptographic community has intro-
duced many variants of IBE, such an anonymous IBE and
hierarchical IBE. One interesting future direction is to ex-
plore the relationships among these primitives.

We begin by observing that Identity-Based Encryption
can serve as an articulation point for a much richer concept
of encryption that we call functional encryption systems.
Ideally, in a functional encryption system an authority can
create a pair of public parameters PP and master secret key
MSK. Any encryptor in the system can create an encryption
of a string x as CT = EPP(x). The authority with the master
secret key will be able to create a private functionality SKf
for any (polytime-computable) function f . If a user applies
SKf to a ciphertext EPP(x) he will learn the value of f(x)
and nothing more.

We emphasize two points about functional encryption
systems. The first is that we make no attempt to hide the
description of f from a user that possesses SKf— other-
wise this might imply something closer to obfuscation for
which impossibility results are known. Second, unlike se-
cure multi-party computation or other interactive protocols,
there are no known general constructions to realize func-
tional encryption systems for any polynomial time func-
tions. However, we argue that introducing the concept
is useful both as a context to view existing work and as
an ideal goal on which to base future work. In Figure 1
we show known relationships between existing primitives
that represent progress in the direction of functional en-
cryption systems. In particular, the diagram shows known
black-box reductions between Identity-Based Encryption
(IBE), Attribute-Based Encryption [33, 25, 14], Hierar-
chical Identity-Based Encryption [26, 21], (Hierarchical)



Anonymous Identity-Based Encryption [5, 10, 1], and prim-
itives for searching on encrypted data [9, 35].

It is an open problem to provide black-box separations
between the boxes in Figure 1.

7. Conclusions

We showed that there cannot exist a (fully) black-box re-
duction from Identity-Based Encryption (IBE) to Trapdoor
Permutations (TDPs) or even to Chosen Ciphertext Secure
Public Key Encryption. Our separation proof constructs an
oracle relative to which TDPs and CCA-secure encryption
exist, yet there exists an attack on any IBE scheme. Fur-
thermore this attack can be implemented in probabilistic
polynomial time when given access to a PSPACE oracle.
Our methods thus capture the intuition that it is difficult to
generically realize the public-key compression property of
IBE systems.
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