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We consider the problem of perfectly secure communica-  
tion: Given a n-connected synchronous  2-way network, the  
sender S wants to send a message to the  receiver T~ such tha t  
the intermediate  players get no informat ion abou t  the mes- 
sage t ransmi t ted  and  T¢ receives the message correctly. In  [1] 
it was proved tha t  perfect communica t ion  between all pairs 
of nodes (players) is possible iff t < ~, where up to t among 
the set of n players could be actively corrupt.  Further ,  they 
provide protocols with op t imum fault- tolerance tha t  com- 
municate  O(n2tg) bits for an &bit  secret message. This  work 
improves the bi t -complexi ty  to O ( m a x ( n  2 log t, rig)) bits. 

We first see why the  protocol of [1] takes O(t) rounds.  
Consider the (2t + 1) disjoint paths,  pl,p2, . . .  ,p2t+l,  from 
S to "R.. To send a message m E .T'(a finite field), use a 
(t, 2 t +  1)-Shamir secret shar ing scheme to get ( 2 t +  1) shares 
pl,  P 2 , . . . ,  P2t+l for a r andom secret p and send p~ along pi. 

receives p~,p~, . . .  ,P2t+l. If he is able to interpolate  p 
then  there is a common secret key (viz., p) between S and 
~ .  Hence m can be xor-ed with p and reliably sent (i.e. sent 
along all paths) to ~ .  T~ re-xor 's  to get m. If the  receiver is 
unable  to interpolate  p, then  at  least one i exists such tha t  
pi # p~. In this case, the  receiver reliably sends back all the  
2 t+1  shares to S,  who can t hen  find at least one pa th  tha t  is 
faulty, reliably inform the faulty path(s)  to 7~ and  el iminate  
the faulty path(s) from subsequent  execution. S again tries 
to send a random pad on this smaller number  of pa ths  and 
eventual ly succeeds. Since in the  worst case, exactly one 
path  may get e l iminated from the subsequent  protocol, the 
adversary can force the protocol to run  for O(t) rounds.  
Note tha t  each round had a communica t ion  complexity of 
O(t 2 log I~1) bits. The  main  mot ivat ion behind  our protocol 
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is the  following: after the  first faulty pa th  el imination,  2t 
pa ths  remain  of which (t - 1) are faulty. This  is more t han  
sufficient connectivity.  Thus,  we can force the  adversary to 
corrupt  more t h a n  one pa th  in the next  run.  In  general, we 
ask the following question: given n paths  of which t could 
be faulty, what  is the  m ax im um  number  c such tha t  the 
adversary is forced to corrupt  at least c + 1 paths  to trigger 
another  round of the  protocol? The  answer is (n - 2t - 1). 

THEOREM 1. Let n = 2t +c+ l, where t is an upper bound 
on the number of faulty paths and n is the total number of 
paths. Then by sending on each path a share of a polynomial 
of degree n-1 [ ' -7 - J ,  the protocol of [1] fails to complete in a 
single phase only i f  the adversary reveals c faulty paths. 

The proof of the theorem is an easy generalization of the 
informal discussion of how the  protocol of [1] works. The 
above idea can be used in the  scheme of [1] because the 
error-correct ion/detect ion can be efficiently done. 

CLAIM 1.1. I f  the protocol does not end after k rounds, 
the number of faulty paths left is at most (2 k+l - 1)t - (2 k - 
1)n and the total number of paths being (2 k + l - 2 ) t - ( 2  k - 2 ) n .  

The  proof is by induc t ion  on k. The  claim is clearly t rue at 
the  beginning  of the  protocol (k = 0). Assume tha t  after 
k rounds,  there are n '  = (2 k+l - 2)t - (2 k - 2)n paths, 
t '  = (2 k + l -  1 ) t -  (2 k -  1)n of them being faulty. I t  is 
possible to correct at  most  c = n '  - 2 #  - 1 = 2 k n - 2 k + a t -  1 
errors by Theorem 1. If the adversary corrupts  at most c 
paths, it is possible for 7~ to correct the errors and therefore 
the protocol will terminate .  Therefore, the  adversary must  
corrupt  at  least c +  1 paths. The  number  of paths  left will be 
(2 k+l - 2)t - (2 k - 2)~ - ( c +  1) = (2 k+2 - 2)t - (2 k+l - 2)n, 
with ( 2 k + l - - 1 ) t - - ( 2 k - - 1 ) n - - ( c + l )  = (2k+2--1) t - - (2k+l - -1)n  
of them being faulty. []  

All the faulty pa ths  are e l iminated  when k = log(~_~t). 
The  protocol continues for one more round.  The  round com- 
plexity of the protocol is therefore, O ( l o g ( f ] ~ ) ) .  In each 

round of the protocol, O(n  2) messages are t ransmi t ted .  The 
overall message complexity of the  protocol is O(n  2 l o g ( K ) )  

= .O(n 2 log t) and  the  bi t  complexi ty is O(n2/!log t). Since 
the protocol detects faulty pa ths  and  removes them, we will 
encounter  less faults when the  next  message is sent. Thus,  
to send a message of length g, we send the  g bits of the mes- 
sage individually.  The  bi t -complexi ty  of sending ~ bits is 
thus  O(t¢ 2 log t + rig). 
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